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Intellectual Property Rights (IPR) Information

Copyrights

Trademarks

© All rights reserved. This publication contains information that is protected by
copyright. No part may be reproduced, transmitted, transcribed, stored in a retrieval
system, or translated into any language without written permission from the copyright
holders.

The following trademarks are used in this document:

®  Microsoft is a registered trademark of Microsoft Corp.

®  Windows, Windows 95, 98, Me, NT, 2000, XP, Vista, 7 and Explorer are
trademarks of Microsoft Corp.

®  Apple and Mac OS are registered trademarks of Apple Inc.

®  Other products may be trademarks or registered trademarks of their respective
manufacturers.

Safety Instructions and Approval

Safety
Instructions

Warranty

Be a Registered
Owner

Firmware & Tools
Updates

®  Read the installation guide thoroughly before you set up the router.

®  The router is a complicated electronic unit that may be repaired only be
authorized and qualified personnel. Do not try to open or repair the router
yourself.

® Do not place the router in a damp or humid place, e.g. a bathroom.

®  The router should be used in a sheltered area, within a temperature range of +5 to
+40 Celsius.

® Do not expose the router to direct sunlight or other heat sources. The housing and
electronic components may be damaged by direct sunlight or heat sources.

® Do not deploy the cable for LAN connection outdoor to prevent electronic shock
hazards.

®  Keep the package out of reach of children.

®  When you want to dispose of the router, please follow local regulations on
conservation of the environment.

We warrant to the original end user (purchaser) that the router will be free from any

defects in workmanship or materials for a period of two (2) years from the date of

purchase from the dealer. Please keep your purchase receipt in a safe place as it serves

as proof of date of purchase. During the warranty period, and upon proof of purchase,

should the product have indications of failure due to faulty workmanship and/or

materials, we will, at our discretion, repair or replace the defective products or

components, without charge for either parts or labor, to whatever extent we deem

necessary tore-store the product to proper operating condition. Any replacement will

consist of a new or re-manufactured functionally equivalent product of equal value, and

will be offered solely at our discretion. This warranty will not apply if the product is

modified, misused, tampered with, damaged by an act of God, or subjected to abnormal

working conditions. The warranty does not cover the bundled or licensed software of

other vendors. Defects which do not significantly affect the usability of the product will

not be covered by the warranty. We reserve the right to revise the manual and online

documentation and to make changes from time to time in the contents hereof without

obligation to notify any person of such revision or changes.

Web registration is preferred. You can register your Vigor router via
http://www.draydek.com.

Due to the continuous evolution of DrayTek technology, all routers will be regularly
upgraded. Please consult the DrayTek web site for more information on newest
firmware, tools and documents.

http://www.draytek.com
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European Community Declarations

Manufacturer:  DrayTek Corp.
Address: No. 26, Fu Shing Road, Hukou Township, Hsinchu Industrial Park, Hsinchu County, Taiwan 303
Product: Vigor2860 Series Router

DrayTek Corp. declares that Vigor2860 Series of routers are in compliance with the following essential
requirements and other relevant provisions of R&TTE 1999/5/EC, ErP 2009/125/EC and RoHS 2011/65/EU.

The product conforms to the requirements of Electro-Magnetic Compatibility (EMC) Directive 2004/108/EC by
complying with the requirements set forth in EN55022/Class B and EN55024/Class B.

The product conforms to the requirements of Low Voltage (LVD) Directive 2006/95/EC by complying with the
requirements set forth in EN60950-1.

This product is designed for the DSL and 2.4GHz/5GHz WLAN network throughout the EC region.
Regulatory Information

Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part
15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio communications. However,
there is no guarantee that interference will not occur in a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be determined by turning the equipment off and
on, the user is encouraged to try to correct the interference by one of the following measures:

®  Reorient or relocate the receiving antenna.

@ Increase the separation between the equipment and receiver.

®  Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

®  Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

(1) This device may not cause harmful interference, and

(2) This device may accept any interference received, including interference that may cause undesired operation.
The antenna/transmitter should be kept at least 20 cm away from human body.

DrayTek Vigor2860 series VDSL2/ADSL2+ routers are compliant with 47 C.F.R. Part 68.

CEOFC

More update, please visit www.draytek.com.
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1
( Introduction

Note: This is a generic International version of the
user guide. Specification, compatibility and features
vary by region. For specific user guides suitable for
your region or product, please contact local
distributor.

Vigor2860 series is a VDSL2 router. It integrates IP layer QoS, NAT session/bandwidth
management to help users control works well with large bandwidth.

By adopting hardware-based VPN platform and hardware encryption of AES/DES/3DES, the
router increases the performance of VPN greatly, and offers several protocols (such as
IPsec/PPTP/L2TP) with up to 32 VPN tunnels.

The object-based design used in SPI (Stateful Packet Inspection) firewall allows users to set
firewall policy with ease. CSM (Content Security Management) provides users control and
management in IM (Instant Messenger) and P2P (Peer to Peer) more efficiency than before.
By the way, DoS/DDoS prevention and URL/Web content filter strengthen the security
outside and control inside. Object-based firewall is flexible and allows your network be safe.

User Management implemented on your router firmware can allow you to prevent any
computer from accessing your Internet connection without a username or password. You can
also allocate time budgets to your employees within office network.

With the 6-port Gigabit switch on the LAN side provides extremely high speed connectivity
for the highest speed local data transfer of any server or local PCs. The tagged VLANS
(IEEE802.1Q) can mark data with a VLAN identifier. This identifier can be carried through an
onward Ethernet switch to specific ports. The specific VLAN clients can also pick up this
identifier as it is just passed to the LAN. You can set the priorities for LAN-side QoS. You can
assign each of VLANS to each of the different IP subnets that the router may also be operating,
to provide even more isolation. The said functionality is tag-based Multi-subnet
(Multiple-Private LAN Subnets).

On the Wireless-equipped models (Vigor2860n/n plus/\VVn/Vn plus) each of the wireless SSIDs
can also be grouped within one of the VLANS.

In addition, Vigor2860 series supports USB interface for connecting USB printer to share
printing function or 3G USB modem for network connection.

Vigor2860 series provides two-level management to simplify the configuration of network
connection. The user mode allows user accessing into WEB interface via simple configuration.
However, if users want to have advanced configurations, they can access into WEB interface
through admin mode.
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1.1 Web Configuration Buttons Explanation

Several main buttons appeared on the web pages are defined as the following:

Save and apply current settings.

Cliet! Cancel current settings and recover to the previous saved settings.

Clear

-
P

Clear all the selections and parameters settings, including selection from
drop-down list. All the values must be reset with factory default settings.

e Add new settings for specified item.

Edit Edit the settings for the selected item.

D Delete the selected item with the corresponding settings.

Note: For the other buttons shown on the web pages, please refer to Chapter 3, 4 for detailed
explanation.
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1.2 LED Indicators and Connectors

Before you use the Vigor router, please get acquainted with the LED indicators and connectors

first.

1.2.1 For Vigor2860

LED \ Status Explanation
ACT (Activity) Blinking The router is powered on and running normally.
Off The router is powered off.
WAN2 On Internet connection is ready.
Off Internet connection is not ready.
Blinking The data is transmitting.
QoS On The QoS function is active.
uUsB1~2 On USB device is connected and ready for use.
Blinking The data is transmitting.
DSL On The router is ready to access Internet through DSL link.
Blinking Slowly: The DSL connection is ready.
Quickly: The connection is training.
WCF On The Web Content Filter is active. (It is enabled from
Firewall >> General Setup).
VPN On The VPN tunnel is active.
Off VPN services are disabled
Blinking Traffic is passing through VPN tunnel.
DoS On The DoS function is active.
Blinking It will blink while detecting an attack.
LED on Connector
Left On The port is connected.
WAN2 LED Off The port is disconnected.
(Giga) Blinking The data is transmitting.
Right On The port is connected with 12000Mbps.
LED Off The port is connected with 10/100Mbps
_ Left On The port is connected.
GigaLAN | LED Off The port is disconnected.
1~6 Blinking The data is transmitting.
Right On The port is connected with 12000Mbps.
LED Off The port is connected with 10/100Mbps
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Interface
Factory Reset

Description

Restore the default settings. Usage: Turn on the router (ACT LED is
blinking). Press the hole and keep for more than 5 seconds. When you
see the ACT LED begins to blink rapidly than usual, release the button.
Then the router will restart with the factory default configuration.

USB Connecter for a USB device (for 3G/4G USB Modem or printer).
VDSL/ADSL Connecter for accessing the Internet.

WAN2 Connecter for local network devices or modem for accessing Internet.
GigaLAN (1-6) Connecters for local network devices.

PWR Connecter for a power adapter.

ON/OFF Power Switch.

Vigor2860 Series User's Guide



1.2.2 For Vigor2860ac / Vigor2860n-plus / Vigor2860n

[ ={D) \ Status Explanation
ACT (Activity) Blinking The router is powered on and running normally.
Off The router is powered off.
WAN2 On Internet connection is ready.
Off Internet connection is not ready.
Blinking The data is transmitting.
QoS On The QoS function is active.
uUSB On USB device is connected and ready for use.
Blinking The data is transmitting.
DSL On The router is ready to access Internet through DSL link.
Blinking Slowly: The DSL connection is ready.
Quickly: The connection is training.
WCF On The Web Content Filter is active. (It is enabled from
Firewall >> General Setup).
2.4G/5G/WLAN On 2.4G/5G: Wireless access point with bandwidth of
2.4GHz/5GHz is ready.
WLAN: Wireless access point is ready.
Blinking It will blink slowly while wireless traffic goes through.
ACT and WLAN LEDs blink quickly and
simultaneously when WPS is working, and will return
to normal condition after two minutes. (You need to
setup WPS within 2 minutes.)
VPN On The VPN tunnel is active.
Off VPN services are disabled.
Blinking Traffic is passing through VPN tunnel.
DoS On The DoS function is active.
Blinking It will blink while detecting an attack.
LED on Connector
Left On The port is connected.
WAN2 LED Off The port is disconnected.
(Giga) Blinking The data is transmitting.
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Right On The port is connected with 1000Mbps.
LED Off The port is connected with 10/100Mbps
_ Left On The port is connected.
GigaLAN | LED Off The port is disconnected.
1~6 Blinking The data is transmitting.
Right On The port is connected with 1000Mbps.
LED Off The port is connected with 10/100Mbps
)
—
)
—

Interface ~ Description

Wireless LAN
ON/OFF/WPS

For Vigor2860n :

® Press the button and release it within 2 seconds. When the
wireless function is ready, the green LED will be on.

® Press the button and release it within 2 seconds to turn off the
WLAN function. When the wireless function is not ready, the
LED will be off.

For Vigor2860ac/Vigor2860n-plus :

Wireless band will be switched /changed according to the button

pressed and released. For example,

® 2.4G (On) and 5G (On) — in default.

® 2.4G (Off) and 5G (On) — pressed and released the button once.

® 2.4G (On) and 5G (Off) — pressed and released the button
twice.

® 2.4G (Off) and 5G (Off) — pressed and released the button three
times.

When WPS function is enabled by web user interface, press this

button for more than 2 seconds to wait for client’s device making

network connection through WPS.

Factory Reset

Restore the default settings. Usage: Turn on the router (ACT LED
is blinking). Press the hole and keep for more than 5 seconds.
When you see the ACT LED begins to blink rapidly than usual,
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release the button. Then the router will restart with the factory
default configuration.

USB Connecter for a USB device (for 3G/4G USB Modem or printer).
VDSL/ADSL Connecter for accessing the Internet.
WAN2 (Giga) Connecter for local network devices or modem for accessing

Internet.

GigaLAN (1-6)

Connecters for local network devices.

PWR

Connecter for a power adapter.

ON/OFF

Power Switch.
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1.2.3 For Vigor2860Vac / Vigor2860Vn-plus

LED \ Status Explanation

ACT (Activity) Blinking The router is powered on and running normally.
Off The router is powered off.

WAN2 On Internet connection is ready.
Off Internet connection is not ready.
Blinking The data is transmitting.

Line On A PSTN phone call comes (in and out). However,
when the phone call is disconnected, the LED will be
off.

Off There is no PSTN phone call.
USB On USB device is connected and ready for use.
Blinking The data is transmitting.
DSL On The router is ready to access Internet through DSL link.
Blinking Slowly: The DSL connection is ready.
Quickly: The connection is training.
Phonel/Phone2 On The phone connected to this port is off-hook.
Off The phone connected to this port is on-hook.
Blinking A phone call comes.

2.4G/5G On Wireless access point with bandwidth of 2.4GHz/5GHz
is ready.

Blinking It will blink slowly while wireless traffic goes through.
ACT and WLAN LEDs blink quickly and
simultaneously when WPS is working, and will return
to normal condition after two minutes. (You need to
setup WPS within 2 minutes.)

LED on Connector

Left On The port is connected.

WAN2 LED | Off The port is disconnected.

(Giga) Blinking The data is transmitting.

Right | On The port is connected with 1000Mbps.
LED | Off The port is connected with 10/100Mbps
Left On The port is connected.

GigaLAN | LED | Off The port is disconnected.

1-6 Blinking The data is transmitting.

Right | On The port is connected with 1000Mbps.
LED | Off The port is connected with 10/100Mbps
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Interface Description

Wireless LAN
ON/OFF/WPS

Wireless band will be switched /changed according to the button

pressed and released. For example,

® 2.4G (On) and 5G (On) — in default.

® 2.4G (Off) and 5G (On) — pressed and released the button
once.

® 2.4G (On) and 5G (Off) — pressed and released the button
twice.

® 2.4G (Off) and 5G (Off) — pressed and released the button
three times.

When WPS function is enabled by web user interface, press this

button for more than 2 seconds to wait for client’s device making

network connection through WPS.

Factory Reset

Restore the default settings. Usage: Turn on the router (ACT LED
is blinking). Press the hole and keep for more than 5 seconds.
When you see the ACT LED begins to blink rapidly than usual,
release the button. Then the router will restart with the factory
default configuration.

USB Connecter for a USB device (for 3G/4G USB Modem or printer).
VDSL/ADSL Connecter for accessing the Internet.
WAN2 (Giga) Connecter for local network devices or modem for accessing

Internet.

GigaLAN (1-6)

Connecters for local network devices.

Phone 1/2 Connecter for analog phone(s).
Line Connector for PSTN life line.
PWR Connecter for a power adapter.
ON/OFF Power Switch.
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1.3 Hardware Installation

Before starting to configure the router, you have to connect your devices correctly.
1.  Connect the DSL interface to the land line jack with a DSL line cable.

2. Connect the cable Modem/DSL Modem/Media Converter to the WAN port of router
with Ethernet cable (RJ-45).

3. Connect one end of an Ethernet cable (RJ-45) to one of the LAN ports of the router and
the other end of the cable (RJ-45) into the Ethernet port on your computer.

4.  Connect one end of the power adapter to the router’s power port on the rear panel, and
the other side into a wall outlet.

5. Power on the device by pressing down the power switch on the rear panel.
6. The system starts to initiate. After completing the system test, the ACT LED will light
up and start blinking.

1.3.1 Possible Installation for Vigor2860n

]
LJ Land line jack {POTS)

@ |DSL Line

Power Adapter

[ =~ o5 [~ Vigor2840n
i o v:sﬁ Sacurin Firawall

w..zgul o O O S— =
ONIGFFWPS  .or mawe Gos 'm
e 3 4

GlgzLANF | 2

3 OFF

_ Cable/DSL Modem
Power Swilch or Media Converter

LAN
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1.3.2 Possible Installation for Vigor2860Vac

Internet
Analog

Land line jack (POTS) Land line jack (POTS) Phone
DSL Line2
Analog
Power Adapter Phone
Adapter

Analog
Pheone

Phone
Line

‘N

Vigor2860Vac

R’

PWR

Cable/DSL Modem

Fower Switch or Media Converter

I\
@ s WTELT Sarurity Finesn|l \:I'.
et 5 — | - \
{
Il :‘1 N - - - . - - | }
AR e |
‘! = VIELAALEL il R i -'|IJ

USA.

Note: Due to the US Patent No. 7,127,048, the DSL and VolIP applications on
Vigor2860Vn plus and Vigor2860Vac can not be allowed to promote and to sell in the

11
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1.3.3 Possible Installation for Vigor2860Vn-Plus

Analog Analog

Land line jack (POTS) Land line jack (POTS) Phone Phone

DSL Line1 DSL Line2

Power Adapler @

®% Y-cable

Analog 4
Phone
Adapler |

Vigor2860Vn-plus

\
WEELD Sewuly Firgveal iR,
L}

Tek

{ommm 9 8@
T EmMama
L = 8RR

VDELIADIEL WLANZ S ga1 GlgaLAN® 1

O mj L

PWR
Cable/DSL Modem
Power Switch or Media Converter

Note: Due to the US Patent No. 7,127,048, the DSL and VolIP applications on
Vigor2860Vn plus and Vigor2860Vac can not be allowed to promote and to sell in the
USA.
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1.4 Printer Installation

You can install a printer onto the router for sharing printing. All the PCs connected this router
can print documents via the router. The example provided here is made based on Windows 7.
For other Windows system, please visit www.DrayTek.com.

Router
(192.168.1.1)

Internet

Printer Name:192.168.1.1
Port Name: IP_192.168.1.1

Before using it, please follow the steps below to configure settings for connected computers
(or wireless clients).

1. Connect the printer with the router through USB/parallel port.
2. Open All Programs>>Getting Started>>Devices and Printers.

= =i Smart VPN Client
Cormputer

’ Getting Started L

Contral Panel

% Privatefirewall 7.0
Devices and Printers

—
—
! Connect to a Projector

Calculator

Default Pragrams

Help and Suppaort

Wind ouws Security

Log off | »
L &ll Prograrms Ll |
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3. Click Add a printer.

=5 Devices and Printers

e

(\ yL ;‘I r'ﬁ'& * Control Parnel = Hardware and Sound = Devices and Printe

Sdd a device | Add a printer

a Devices (D

4.  Adialog will appear. Click Add a local printer and click Next.

- Add Printer x|
() & Add Printer

What type of printer do you want to install?

=» Add a local printer

Use this option only if wou don't have a USBE printer, (dindows automatically installs USE printers
wehen you plug them ing

«» Add a network, wireless or Bluetooth printer

dake sure thatwour computer is connected to the network, or that your Bluetooth or wireless
prirter is turned an,

| Cancel |

5. Inthis dialog, choose Create a new port. In the field of Type of port, use the drop
down list to select Standard TCP/IP Port. Then, click Next.

- Add Printer x|

@ = Add Printer

Choose a printer port

& printer port is 3 type of connection that allows your computer to exchange information with a printer,

" Use an existing port: |LPT1: (Printer Port) J

iy

=

Type of port:

INext Cancel
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6. Inthe following dialog, type 192.168.1.1 (router’s LAN IP) in the field of Hostname or
IP Address and type 192.168.1.1 as the Port name. Then, click Next.

- Add Printer x|

@ = Add Printer

Type a printer hostname or IP address

Device type: ]TCP;’IP Dewvice ._]
Haosthame or IP address: |192.168.1.1
Port name: |192.168.1.1

[~ Querythe printer and autaomatically selectthe driver to use

Mext Cancel

7. Click Standard and choose Generic Network Card.

= Add Printer x|

@ i Add Printer

Additional port information required

The dewice is not found on the netwark, Be sure that:

. The device is turned on,

. The netwark is connected,

. The device is properly configured,

. The address on the prewvious page is correct,

R

If you think the address is not correct, click Back to return to the previous page, Then correct the
address and perform another search on the network, If you are sure the address is correct, select the
device type belows

Device Type -

(¢ Standard

i Custorm Hi

Mext Cancel
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8. Now, your system will ask you to choose right name of the printer that you installed onto
the router. Such step can make correct driver loaded onto your PC. When you finish the
selection, click Next.

i Add Printer x|

6 o Add Printer

Install the printer driver

; Choose your printer frorn the list. Click Windows Update to see more models,
=

To install the driver from an installation CD, click Hawve Disk,

= ] v El
| s
I Brother | ||:'_T._',;Jamther DCP-116C |

Canon gl Brother DCP-TIVC
DrayTek 5l Brother DCP-128C
Epson ol Brother DCP-129C
Fuii Xerox j (=] Brather DCP-130C j

5] This driver s digitally signed. Windows Update | Hawve Disk... |

Tell rne why driver signing is important

Mext Cancel

9.  Type a name for the chosen printer. Click Next.

2 Add Printer x|

—
0 g Add Printer

Type a printer name

Printer narme:

This printerwill be installed with the Brother DCP-116C driver,

Mext Cancel
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10. Choose Do not share this printer and click Next.

i Add Printer x|
() & Add Printer
Printer Shating

If ywou weant to share this printer, you must provide a share name, You can use the suggested narme or
fype a new one, The share narme will be visible to other network users,

@+ Do not share this printer

" Share this printer so that others on your netwark can find and use it

Cancel

11. Then, in the following dialog, click Finish.

i Add Printer x|
() & Add Printer

You've successfully added Brother DCP-116C

I Setas the default printer

To check if wour printer is warking properly, or to see troubleshooting information for the printer, print a
testpage.

Print a test page

| Cancel
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12. The new printer has been added and displayed under Printers and Faxes. Click the new

printer icon and click Printer server properties.

-

OO % * Control Panel = Hardware and Sound » Devices and Printer:
Print server properties |
ies for this print|

[senver. |

Add adevice  Add aprinter  See what's printin Remove device

« Devices (3)

Gener\‘c’ ﬁ;n-PnP

Whweare Wirtual WM TP RO-SWR
Monitor disk SCSI Disk
Device
4 Printers and Faxes ()
s he
:‘.% f-
6F_Printer Adrn_Printer Microsoft XPS Brother

Document Writer DCP-116C

13. Edit the property of the new printer you have added by clicking Configure Port.

CEF Properties Remove device

Forms ~ Ports |Drivers| Securit_l,ll Advanced

Ports on this server

MM TP RO-5WR

Part Description Printer Ij
Ts002 Inactive TS Part

=i TS001 Inactive TS Part
TP ThinPrint Print Port fo..
172.16.2.2... Standard TCP/IP Port af
LPR_local... Standard TCP/IP Port Adrm_Printer

:I LOE locs Stapdoed TCDAD Do GE Deinter
Standard TCP/IP Port Brother DCP-1160C
FsHor Local Fort ricrosort AP Document Witer -
Add Port.., Delete Port

Configure Port... | ]

Vigor2860 Series User’s Guide
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14. Select "LPR" on Protocol, type pl (humber 1) as Queue Name. Then click OK. Next
please refer to the red rectangle for choosing the correct protocol and LPR name.

WEF PrOperties MEMDWE HEWICE

| = Print Server Properties ﬂ

Forms Ports | Dirivvers | Security | Advanced |

Configure Standard TCP/IP Port Manitor ﬁ

Part Settings |

Port Name: |mz¢a&11

_ Printer Mame ar [P Address: |192.168.1.1

Protocol

" Rauw * LPR

Y Rawy Settings

|9100

LPR Settings
i Queue Marne: |p1|

[ LPR Byte Counting Enabled

[~ SMMP Status Enabled

|puh|ic

il . ) |1

ak | Cancel |

The printer can be used for printing now. Most of the printers with different manufacturers are
compatible with vigor router.

Note 1: Some printers with the fax/scanning or other additional functions are not supported.
If you do not know whether your printer is supported or not, please visit www.draytek.com
to find out the printer list. Open Support >FAQ/Application Notes; find out the link of
USB>>Printer Server and click it.

D T k MyVigor | Register | E-newskstter | DrayTekHQ | Media Center | | Global { English ) v

FAQ / Application You are here: Home » Supports » FAQ/ Application Notes » Printer Server

UsB

Printer Server

G416 Internet
Connection
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Then, click the What types of printers are compatible with Vigor router? link.

FAQ | Application You are here: Home » Supports » FAQ/ Application MNotes » Printer Server

Latest FAQ/Application

Basic Printer Server

(]

Firmware Upgrade

What types of printers are compatible with Vigor router?

WAN
IPv6 How do | configure LPR printing on Windows7?
prrichiay How do | configura LPR printing on My Windows Vista ?
Dual WAN

Note 2: Vigor router supports printing request from computers via LAN ports but not WAN
port.

Vigor2860 Series User's Guide 20



1.5 Accessing Web Page

1. Make sure your PC connects to the router correctly.

You may either simply set up your computer to get IP dynamically from the router or set
up the IP address of the computer to be the same subnet as the default IP address of
Vigor router 192.168.1.1. For the detailed information, please refer to the later section -
Trouble Shooting of the guide.

2. Open aweb browser on your PC and type http://192.168.1.1. The following window
will be open to ask for username and password.

DrGYTEk Y lgo2860 Series

Username admin

Password sesna|

Login

3. Please type “admin/admin” as the Username/Password and click Login.

Notice: If you fail to access to the web configuration, please go to “Trouble
Shooting” for detecting and solving your problem.
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4.

Now, the Main Screen will appear.

DrayTek

Auto Logout v | 1RG |

Dashboard
Wizards
Online Status.

WAN

LAN

Load-Balance/Route Policy
NAT

Firewall

User Management
Objects Setting

CSM

Bandwidth Management
Applications

VPN and Remote Access
Certificate Management
Central VPN Management

Central AP Management
VolP

Wireless LAN (2.4 GHz)
Wireless LAN (5 GHz)
SSLVPN

USB Application
System Maintenance
Diagnostics

External Devices

3

Vigor2860 Series

Dashboard

T EMWE®

o ® @
ACT WAN2 Line

.

USB DSL Phonel

B
)
]

System Information

246 56 Phone2

[T - Vi Ve
Lrahy TS Yigor2Bevae

AAR AN

o= I ]

VDSLADSL  wakzGigs) G

[ Model Kame Wigor2850vac System Up Time | 0:0:56 System Status
| Router Name Current Time 2000Jan 1 Sat 0:0:39 Dynarnic DNS
Firmware Wersion| 3.7.8.2_RC4 Build Date/Time__ | Apr 23 2015 16:07:36 TR-069
DSL Version S48006_~A/B/C HW: A LAN MAC Address| 00-10-A4-C6-4C-50 User Mananement
IMP2P Block
IPv4 Internet Access Schedule
Line / Mode IP Address MAC Address Up Time SvsLod [ Mail Alert
WAN1 | ADSL / PPPoE Disconnected 00-10-24-C6-4C-51 00:00:00 LDAP
WANZ | Ethernst/ — Disconnected 00-1D-AA-CE-4C-52 00:00:00 RADIUS
WANZ | USE ] — Disconnected 00-10-5A-CH-4C-53 00:00:00 Firewall Object Setting g
WANE | USE ] — Disconnectsd O0-10-2A-CH-40-5% 00:00:00 'Data Flowe Monitor
Interface
DSL Connected : Down Stream : OKbps / Up Stream : OKbps
WAN Connected :0 SWANT WANZ JWANS SWANS
_JLAN Connected :0 LANT LAMN2 _LANS PLANS JLANS LANE
_JWLAN | Connected :0
_J WLANSG| Connected :0
Connected :0 USe 1
Use 0. LuUsB2

| <

router you have.

Note: The home page will be different slightly in accordance with the type of the

5.

The web page can be logged out according to the chosen condition. The default setting is

Auto Logout, which means the web configuration system will logout after 5 minutes
without any operation. Change the setting for your necessity.

1.6 Changing Password

Auto Logout |+

Please change the password for the original security of the router.

1.

Open a web browser on your PC and type http://192.168.1.1. A pop-up window will

open to ask for username and password.

interface with admin mode.

Vigor2860 Series User’s Guide

Please type “admin/admin” as Username/Password for accessing into the web user

Go to System Maintenance page and choose Administrator Password.
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System Maintenance >> Administrator Password Setup

Administrator Password
Old Password | |

MNew Password | | (Max, 23 characters allowed)
Confirm Password | | (Max, 23 characters allowed)
Mote:Password can containonly a-z &-Z0-9, ;"< ¥*+=\ | @& ™1 ()

Administrator Local User

[ Local User
Local User List

Specific User

Password: I:l Confirm Password: |:|

Enable ‘admin' Login From YWan

4.  Enter the login password (the default is “admin”) on the field of Old Password. Type
New Password and Confirm Password. Then click OK to continue.

Note: The maximum length of the password you can set is 23 characters.

5. Now, the password has been changed. Next time, use the new password to access the
Web user interface for this router.

DrayTek

Username | |

Y :gdréo Series

Password | |

Group

Login

Copyright © 2012 DrayTek Corp. All Rights Reserved

Note: Even the password is changed, the Username for logging onto the web user
interface is still “admin”.
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1.7 Introducing Dashboard

Dashboard shows the connection status including System Information, IPv4 Internet Access,
IPv6 Internet Access, Interface (physical connection), Security and Quick Access.

Click Dashboard from the main menu on the left side of the main page.

Auto Logout (»

Dashboard

Wwizaras

A web page with default selections will be displayed on the screen. Refer to the following

figure:
Dashboard
»® ® ® [ /— Vigor2860Vac
ACT WAN2 Line I e L.‘-'L\ VDSL2 Security Firewall
Wireless LAN
ONIGFFWPS Q Q 1
2 00 @ =
246G 56 one. usa VDSUADSL WANZ(Giga)  GigalAN® 1 Phoneti2  Line
System Information
Model MName Wigor2360vac System Up Time | 20:25:56 System Status
Router Name Current Time 2000 Jan 1 5at 20:25:41 Dynamic DNS
Firmware Wersion | 3.7.8.2_RC4 Build Date/Time |Apr 23 2015 16:07:36 TR-069
DSL Wersion 548006_A7BSC HW: A LAN MAC Address| 00-1D-A8-CH-4C-50 User Mananement
IMP2P Block
IPv4 Internet Access Schedule
Line ! Mode IP Address MAC Address Up Time SysLog | Mail Alert
WAN1 ADSL [/ PPPOE Disconnected 00-10-44-C5-4C-51 00:00:00 LDAP
WAN2 | Ethernet / - Disconnected 00-1D-A4-CH-4C-52 00:00:00 RADIUS
WAN3 [USE /- Disconnected 00-10-44-C6-4C-53 00:00:00 " Firewall Object Setting |
WAN4 | USE [ - Disconnected 00-1D-AA-CH-4C-54 00:00:00 Data Flow Monitor
DSL Connected : Down Stream : OKbps / Up Stream @ Okbps
WdAM Connected : 0, AN T WLAN 2 AN T WA 4
LA Connected : 0, LaM1 LaMNZ LaM3 PLANA LaNS LaMNG
WLAMN Connected : 0
WLANSG| Connected :0
Connected : 0, UsSE 1
Ui 0, UsB2

1.7.1 Virtual Panel

On the top of the Dashboard, a virtual panel (simulating the physical panel of the router)
displays the physical interface connection. It will be refreshed every five seconds. When you
move and click the mouse cursor on LEDs (except ACT), USB ports, VDSL/ADSL, WAN?2,
or LAN1 — LANG, related web setting page will be open for you to configure if required.

Dashboard

Vigor2860

VD5L2 Security Firewall

208 LiGyIcK
R —

USB1 DSL WCF
s ® o =

USB2 VPN DoS - use

Fac
Reset’

VDSUADSL

WANZ(Giga)  GigalAN» 1 2

For detailed information about the LED display, refer to 1.2 LED Indicators and
Connectors.
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1.7.2 Name with a Link

A name with a link (e.g., Router Name, Current Time, WAN1~4 and etc.) below means you
can click it to open the configuration page for modification.

YigorZ2Be0vVac Cystern |n Tirme 1 20:25:55
Router Hame Current Time 2000 Jan 1 Sat 20:25:41
FHrrrare=rerste 1.7.0.2_RC4 Ll Late Time. pr 23 2015 16:07:36
DSL Wersion 543006 AR C HW: A LaM MAC Address| 00-1D-28-C6-4C-50
Line / Mode IP Address MAC Address Up Time
( WAN1 LOSL [ PPPoOE Disconnected 00-1D-A8-Ca-4C-51 Q0:00:00
WAN2 Ethernet f -— Disconnected 00-10-48-Ce-4C-52 00:00:00
VWAN3 ISR - Disconnected 00-1D-A8-C5-4C-53 Q0:00:00
WAN4 JSE [ -—- Disconnected 00-10-A8-Ca-4C-54 00:00:00

1.7.3 Quick Access for Common Used Menu

All the menu items can be accessed and arranged orderly on the left side of the main page for
your request. However, some important and common used menu items which can be
accessed in a quick way just for convenience.

Look at the right side of the Dashboard. You will find a group of common used functions
grouped under Quick Access.

System Status
Dynamic DNS
TR-069

User Management
IA/P2P Block
Schedule

SysLog / Mail Alert
LDAP

RADIUS

Firewall Object Setting
Data Flow Monitor

The function links of System Status, Dynamic DDNS, TR-069, User Management, IM/P2P
Block, Schedule, Syslog/Mail Alert, LDAP, RADIUS, Firewall Object Setting and Data Flow
Monitor are displayed here. Move your mouse cursor on any one of the links and click on it.
The corresponding setting page will be open immediately.

In addition, quick access for VPN security settings such as Remote Dial-in User and LAN to
LAN are located on the bottom of this page. Scroll down the page to find them and use them if
required.
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DSL Connected : Down Stream : 101060Kbps / Up Stream : 96772Kbps
AN Connected : 2, WWANL  W@WANZ WANZ
= A Connected : 2, @LANL T WLAN3 LAMNS LANS LANG
Connected : 0, USE 1
LEE 0, USB 2
1PN Connected @1 Remote Dial-in User / LAHN to LAN ‘
—

User Mode is OFF now.

Note that there is a plus (J ) icon located on the left side of VPN/LAN. Click it to review the
VPN connection(s) used presently.

VPN Connected : 1 Remote Dial-in User / LAHN to LAN
Current Page: 1 Page MNo. |1 ¥
Name [ User Type | Security Host IP Up Time
V2920 IPsec/3DES 172.16.2.145 0:0:20

User Mode is OFF now.

3 LAN Connected @ 3, @LANL  @LANZ  LANZ  LAN4  LANS  _LANG
Host ID IP Address MAC
ALPHA-NE 10.26.60.13 1C-4B-DA-D2-D7-DB
10.26.60.14 00-15-AF-09-7E-FA
10.26.60.11 00-50-7F-C9-76-45

Host connected physically to the router via LAN port(s) will be displayed with green circles in
the field of Connected.

All of the hosts (including wireless clients) displayed with Host ID, IP Address and MAC
address indicates that the traffic would be transmitted through LAN port(s) and then the WAN
port. The purpose is to perform the traffic monitor of the host(s).
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1.7.4 GUI Map

All the functions the router supports are listed with table clearly in this page. Users can click
the function link to access into the setting page of the function for detailed configuration.
Click the icon on the top of the main screen to display all the functions.

GUI Map
Dashhoard YPH and Remote Access
Wizards Eemote Access Contral
Suick Start Wizard FPP General Setup
Semice Activation WWizard IPsec General Setup
WPHM Client Wizard IPsec Peer ldentity
YPM Server Wizard Remote Dial-in User
Wireless Wizard LAM o LAM
WolP Wyizard YWEMN TRUMEK Management
Online Status Connection Management
Physical Caonnection Certificate Management
Wirtual Wik Local Certificate
WaN Trusted CA Cedificate
General Setup Cetificate Backup
Internet Access Central VPN Management
I u - P S LAR General Setup
WAk Budget CPE Management
LAN WEMN Management
General Setup Log & Alert
Static Route Central AP Management
WLAR Status
Bind IF to MAC WLAM Profile
LAM Port Mirrar AP Maintenance
Wired 802.1% AP Map
Wieh Portal Setup Traffic Graph
Load-Balance/Route Policy Rogue AP Dietection
HAT Load Balance
Port Redirection Function Support List
DmZ Host YolP

27
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1.7.5 Web Console

= e &

It is not necessary to use the telnet command via DOS prompt. The changes made by using
web console have the same effects as modified through web user interface. The
functions/settings modified under Web Console also can be reviewed on the web user
interface.

Click the Web Console icon on the top of the main screen to open the following screen.

or 192168 1 1Mocfconsole him - # T E

[ 192.168.1 1ac/konsole him Q 3

Type ? for comoand help
= 2

% Valid commands are:

adsl wdsl bpa oSm ddns dos
exit internet ip ipt ipf log
ldap tacacsplus mngt msubnet object port
portmaptime prn [={=}-] quit show Stk
srv switch sYs testmail fs upnp
ush vighrg vilan vph WaN wptl
wol user nand apm

> 1
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1.7.6 Config Backup

= M aE B

Config Backup

There is one way to store current used settings quickly by clicking the Config Backup icon. It
allows you to backup current settings as a file. Such configuration file can be restored by using
System Maintenance>>Configuration Backup.

Simply click the icon on the top of the main screen and a pop up dialog will appear.

Opening ¥2860_20140402 cfg X |

You have chosen to open:

¥2860_20140402 cfg

which is: cfg File (8.8 KB}
from: http#172.16.3.133:2860

What should Firefox do with this file?

O genvn

() Bave File

OK | | Coneel

Click Save to store the setting.
1.7.7 Logout

T = R

Loogout

Click this icon to exit the web user interface.

1.8 Online Status

Online Sta
nnection

1.8.1 Physical Connection

Such page displays the physical connection status such as LAN connection status, WAN
connection status, ADSL information, and so on.
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Physical Connection for IPv4 Protocol

Online Status

Physical Connection

System Uptime: 9days 0:24:15

IPv4 IPv6
LAN Status Primary DNS: 10.39.0.1 Secondary DNS: 2.2 4.4
IP Address TX Packets RX Packets
10.28.60.1 Z1o0oo9z2 2482777
WAN 1 Status == Dial PPPoE
Enable Line Name Mode Up Time
Yes ADSL FPPoE oo:oa:ao
IP GW IP TX Packets TX Rate(Bps) RX Packets RX Rate(Bps)
- - 0 0 0 u]
WAN 2 Status => Release
Enable Line Name Mode Up Time
Yes Ethernet DHCP Client 216:24:07
IP GW IP TX Packets  TX Rate(Bps) RX Packets RX Rate(Bps)
10.39.0.10 10.39.0.1 1174358 0696 1531576 1247
WAN 3 Status
Enable Line Name Mode Up Time Signal
Yes UsB -—- og:0o:oo0 -
IP GW IP TX Packets  TX Rate(Bps) RX Packets RX Rate(Bps)
--- --- ] ] ] u]
WAN 4 Status
Enable Line Name Mode Up Time Signal
Yes Use -—- og:go:oo -
IP GW IP TX Packets  TX Rate(Bps) RX Packets  RX Rate(Bps)
--- --- ] ] ] u]
ADSL Information { ADSL Firmware Yersion: 05-04-04-04-00-01)
ATM Statistics TX Cells RX Cells TX CRC errs RX CRC errs
] ] a
ADSL Status Mode State Up Speed Down Speed  SNR Margin Loop Att.
TRAIMING 0 u] 0 0

Physical Connection for IPv6 Protocol
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Detailed explanation (for IPv4) is shown below:

Item Description

LAN Status Primary DNS-Displays the primary DNS server address
for WAN interface.

Secondary DNS -Displays the secondary DNS server
address for WAN interface.

IP Address-Displays the IP address of the LAN interface.

TX Packets-Displays the total transmitted packets at the
LAN interface.

RX Packets-Displays the total received packets at the LAN

interface.
WANI1/WAN2/WAN3 Enable — Yes in red means such interface is available but
/WAN4 Status not enabled. Yes in green means such interface is enabled.

Line — Displays the physical connection (VDSL, ADSL,
Ethernet, or USB) of this interface.

Name — Display the name of the router.

Mode - Displays the type of WAN connection (e.g.,
PPPOE).

Up Time - Displays the total uptime of the interface.
IP - Displays the IP address of the WAN interface.
GW IP - Displays the IP address of the default gateway.

TX Packets - Displays the total transmitted packets at the
WAN interface.

TX Rate - Displays the speed of transmitted octets at the
WAN interface.

RX Packets - Displays the total number of received packets
at the WAN interface.

RX Rate - Displays the speed of received octets at the
WAN interface.

Detailed explanation (for IPv6) is shown below:

Item Description
LAN Status IP Address- Displays the IPv6 address of the LAN
interface..

TX Packets-Displays the total transmitted packets at the
LAN interface.

RX Packets-Displays the total received packets at the LAN
interface.

TX Bytes - Displays the speed of transmitted octets at the
LAN interface.

RX Bytes - Displays the speed of received octets at the
LAN interface.

WAN IPv6 Status Enable — No in red means such interface is available but
not enabled. Yes in green means such interface is enabled.
No in red means such interface is not available.
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Item Description

Mode - Displays the type of WAN connection (e.g., TSPC).
Up Time - Displays the total uptime of the interface.

IP - Displays the IP address of the WAN interface.

Gateway IP - Displays the IP address of the default
gateway.

Note: The words in green mean that the WAN connection of that interface is ready for
accessing Internet; the words in red mean that the WAN connection of that interface is not
ready for accessing Internet.

1.8.2 Virtual WAN
Such page displays the virtual WAN connection information.
Virtual WAN are used by TR-069 management, VoIP service and so on.
The field of Application will list the purpose of such WAN connection.

1.9 Saving Configuration

Each time you click OK on the web page for saving the configuration, you can find messages
showing the system interaction with you.

Ready indicates the system is ready for you to input settings.

Settings Saved means your settings are saved once you click Finish or OK button.
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This page is left blank.
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i Quick Setup

There are several setup wizards offered for you to configure the router simply and quickly.

Whzards

®  Quick Start Wizard — used for building network connection, Internet access.
Service Activation Wizard — used for activating the web content filter service.

VPN Client Wizard - used for establishing VPN tunnel; the router is treated as a VPN
client.

® VPN Server Wizard — used for establishing VPN tunnel; the router is treated as a VPN
server.

Wireless Wizard — used for building wireless LAN connection.
® VoIP Wizard — used for establishing VolP profile.

2.1 Quick Start Wizard

Quick Start Wizard can help you to deploy and use the router easily and quickly. The first
screen of Quick Start Wizard is entering login password. After typing the password, please
click Next.

Quick Start Wizard

Enter login password

Please enter an alpha-numeric string as your Password (Max 23 characters).

Old Password |nn. |
MNew Password |nno |
Confirm Password |nn. |
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On the next page as shown below, please select the WAN interface that you use. If DSL
interface is used, please choose WANL1; if Ethernet interface is used, please choose WANZ2; if
3G USB modem is used, please choose WAN3 or WAN4. Then click Next for next step.

Quick Start Wizard

WAN Interface

WAN Interface: WANT v
Display Mame:
Physical Mode: ADSL / WDSL2
DSL Maode: Auto hit
Physical Type:
YLAN Tag insertion {ADSL): Disable v
WLAN Tag insertion (VWDSL2): Enable *

Tag value a0 {0~4095)

Priority 0 {0~7)

[ < Back ] [ Mext = ]

WAN1, WAN2, WAN3 and WAN4 will bring up different configuration page. Refer to the

following sections for detailed information.
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2.1.1 For WAN1 (ADSL/VDSL?2)
WANL is specified for ADSL or VDSL2 connection.

Quick Start Wizard
WAHN Interface
WAN Interface: VAR W
Display Mame:
FPhysical Mode: ADSL S WDSLE
DSL Mode: Auta w
Physical Type:
wWLAN Tag insertion (ADSL): Disahle
WLAMN Tag insertion (YDSL2): Enable w
Tag value ] (0~4095)
Priarity 0 (0~7

[ =Back | [ nMext= |

Available settings are explained as follows:

Item Description
Display Name Type a name to identify such WAN.
DSL Mode Specify the physical mode (VDSL2 only or ADSL only) for

such router manually.

VLAN Tag insertion
(VDSL2)/(ADSL)

The settings configured in this field are available for WAN1
and WAN2.

Enable — Enable the function of VLAN with tag.

The router will add specific VLAN number to all packets on
the WAN while sending them out.

Please type the tag value and specify the priority for the
packets sending by WANL.

Disable — Disable the function of VLAN with tag.

Tag value — Type the value as the VLAN ID number. The
range is from 0 to 4095.

Priority — Type the packet priority number for such VLAN.
The range is from 0 to 7.

You have to select the appropriate Internet access type according to the information from
your ISP. For example, you should select PPPoE mode if the ISP provides you PPPoE
interface. In addition, the field of For ADSL Only will be available only when ADSL is
detected. Then click Next for next step.
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PPPOE/PPPOA

1. Choose WAN1 as WAN Interface and click the Next button; you will get the following
page.

Quick Start Wizard

Connect to Internet

WAN 1
Protacal FPFoE/PFPPoA bt
For ADSL Only:
Encapsulation PPPOE LLCISMAP +
WPI 0
I 33
Fized IP Oves @ MolDynamic IP)
IP Address
Subnet Mask
Default Gateway
Primary DMS 3.8.8.8
Second DNS 5.8.4.4
((=Back | [ Med= |
Available settings are explained as follows:
Item Description
Protocol There are two modes offered for you to choose for WAN1
interface.
PPFPoE / PPPoA v
EEET Ui am—

MPoA [ Static ar Dynamic IP

Choose PPPoE/PPPoA as the protocol.

For ADSL Only Such field is provided for ADSL only. You have to choose
encapsulation and type the values for VPI and VCI. Or, click
Auto detect to find out the best values.

FPFaE LLC/SNARP

PPPoE LLC/SHA,
FFFoE %C WLEK
FFPoA LLC/SMNAP
FFPFPoA T WL

Fixed IP Click Yes to enable Fixed IP feature.

IP Address Type the IP address if Fixed IP is enabled.
Subnet Mask Type the subnet mask.

Default Gateway Type the IP address as the default gateway.
Primary DNS Type in the primary IP address for the router.
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Secondary DNS Type in secondary IP address for necessity in the future.
Back Click it to return to previous setting page.

Next Click it to get into the next setting page.

Cancel Click it to give up the quick start wizard.

2. After finished the above settings, simply click Next. Manually enter the
Username/Password provided by your ISP

Quick Start Wizard

Set PPPoE /PPPoA

WAN 1

Service Mame (Optional) CHT

Username 24005755@hinet.net
Password

Confirm Password jeeeses

([(<Back | [ Hed> ]
Available settings are explained as follows:
Item Description
Service Name Enter the description of the specific network service.
(Optional)
Username Assign a specific valid user name provided by the ISP.

Note: The maximum length of the user name you can set is
63 characters.

Password Assign a valid password provided by the ISP.

Note: The maximum length of the password you can set is 62
characters.

Confirm Password | Retype the password.

Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.
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3. After finished the above settings, click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WaN Interface: WAL
Physical Mode: ADSL
WP g
YT 3k
Protocal / Encapsulation: PPPCE / LLC
Fixed IP: Mo
Prirmary DNS: 2.8.8.8
Secondary DNS: 2.8.4.4
[ Finish ] [ Cancel ]

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK!

5. Now, you can enjoy surfing on the Internet.
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MPoA / Static or Dynamic IP
1. Choose WAN1 as WAN Interface and click the Next button; you will get the following
page.

Quick Start Wizard

Connect to Internet

WAN 1

Protocol IMFoA / Static or Dynamic IP %
For ADSL Only:

Encapsulation 1483 Bridged IP LLC hd
WCI 88

Fixed IP ®ves O MNo(Dynamic IP)

IP Address

Subnet Mask

Default Gateway

Primary DNS
Second DNS
(B ] [(Tee>
Available settings are explained as follows:
Item Description
Protocol There are two modes offered for you to choose for WAN1
interface.

MPoA S Static or Dynamic [P+

\PPPoE / PPPoA
WP oA F Static

Choose MPoA / Static or Dynamic IP as the protocol.

For ADSL Only Such field is provided for ADSL only. You have to choose
encapsulation and type the values for VPI and VCI. Or, click
Auto detect to find out the best values.

1483 Bridged [P LLC n

1483 Bridoed [P LLC

1483 Routed IP LLC

1483 Bridged IP % C-Mux

1483 Houted [P %C-Mux (IFPoA)
1483 Bridgad IP (IPoE)

T 7%es O RofDywhamic TP

Fixed IP Click Yes to enable Fixed IP feature.
IP Address Type the IP address if Fixed IP is enabled.
Subnet Mask Type the subnet mask.
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Default Gateway Type the IP address as the default gateway.

Primary DNS Type in the primary IP address for the router.
Secondary DNS Type in secondary IP address for necessity in the future.
Back Click it to return to previous setting page.

Next Click it to get into the next setting page.

Cancel Click it to give up the quick start wizard.

2.  Please type in the IP address/mask/gateway information originally provided by your ISP.
Then click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

waM Interface: WAN1

Physical Mode: ADSL

WP g

WCI 35

Protocol / Encapsulation: 1483 Bridge LLC
Fixed IP: Mo

Primary DNS: 3.8.8.8
Secondary DNS: 83.8.4.4

[ Finish ] [ Cancel ]

3. Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Cluick Start Wizard Setup OK!

4. Now, you can enjoy surfing on the Internet.
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2.1.2 For WAN2 (Ethernet)

WANS2 is dedicated to physical mode in Ethernet. If you choose WAN2, please specify
physical type. Then, click Next.

Quick Start Wizard

WAN Interface

WAN Interface: WANZ v
Display Mame:
Physical Mode: Ethernet
Physical Type: Auto negotiation v
YLAN Tag insertion Digable +
(<Baok ) (x>
Available settings are explained as follows:
Item Description
Display Name Type a name for the router.
VLAN Tag insertion The settings configured in this field are available for WAN1
and WAN2.

Enable — Enable the function of VLAN with tag.

The router will add specific VLAN number to all packets on
the WAN while sending them out.

Please type the tag value and specify the priority for the
packets sending by WANL1.

Disable — Disable the function of VLAN with tag.

Tag value — Type the value as the VLAN ID number. The
range is form O to 4095.

Priority — Type the packet priority number for such VLAN.
The range is from 0 to 7.

On the next page as shown below, please select the appropriate Internet access type according
to the information from your ISP. For example, you should select PPPoE mode if the ISP
provides you PPPoE interface. Then click Next for next step.
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PPPoE

1. Choose WANZ2 as the WAN Interface and click the Next button. The following page will
be open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet

WAN 2

Select one of the following Internet Access types provided by your ISP.
® PPPoE
QO pPTP
O LzTP
O static 1P
O DHCP

(cEe) [T

2.  Click PPPoE as the Internet Access Type. Then click Next to continue.

Quick Start Wizard

PPPoE Client Mode

WAN 2
Enter the user name and password provided by your ISP,

Service Name (Optional) CHT
Usernarme 84005657 Ghinet. net
Password  |swesms

Confirm Password  |aeeses

[ <Back | [ Mext»
Available settings are explained as follows:
Item Description
Service Name Enter the description of the specific network service.
(Optional)
Username Assign a specific valid user name provided by the ISP.

Note: The maximum length of the user name you can set is
63 characters.

Password Assign a valid password provided by the ISP.
Note: The maximum length of the password you can set is 62
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Item Description
characters.

Confirm Password | Retype the password.

Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.

3. Please manually enter the Username/Password provided by your ISP. Click Next for
viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAN Interface: WANZ

Physical Mode: Ethernet
Physical Type: Auto negotiation
Internet Access: FPPoE

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

[ Finish ] [ Cancel l

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Cluick Start Wizard Setup OK!

5. Now, you can enjoy surfing on the Internet.
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PPTP/L2TP

1. Choose WANZ2 as the WAN Interface and click the Next button. The following page will
be open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet

WAN 2

Select one of the following Internet Access types provided by your ISP,
O PPPOE

O Static IP
O DHCP

[ <Back | [ Next> |

2. Click PPTP/L2TP as the Internet Access Type. Then click Next to continue.
Quick Start Wizard

PPTP Client Mode

VAN 2

Enter the user name, password, WAN IP configuration and PPTP server IP provided by
your ISP,

User Name 5477 aed|

Password seene

Confirm Password seene

WAN IP Configuration
(O obtain an IP address automatically
& specify an IP address

IP Address 192 168.3.100
Subnet Mask 255 255 2550
Gateway 192.168.3.1

Primary DNS
Second DNS
PPTP Server

[ <Back | [ MNext>
Available settings are explained as follows:
Item Description
User Name Assign a specific valid user name provided by the ISP.

Note: The maximum length of the user name you can set is
63 characters.

Password Assign a valid password provided by the ISP.
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Note: The maximum length of the password you can set is 62
characters.

Confirm Password

Retype the password.

WAN IP
Configuration

Obtain an IP address automatically — the router will get an
IP address automatically from DHCP server.

Specify an IP address — you have to type relational settings
manually.

IP Address - Type the IP address.

Subnet Mask —Type the subnet mask.

Gateway — Type the IP address of the gateway.

Primary DNS —Type in the primary IP address for the router.

Second DNS -Type in secondary IP address for necessity in
the future.

PPTP Server / L2TP

Type the IP address of the server.

Server

Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.

3. Please type in the IP address/mask/gateway information originally provided by your ISP.
Then click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAN Interface:
Physical Mode:
Physical Type:
Internet Access:

WANZ

Ethernet

Auto negotiation
PPTP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

[ Finish ] [ Cancel ]

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK!

5. Now, you can enjoy surfing on the Internet.
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Static IP

1. Choose WANZ2 as the WAN Interface and click the Next button. The following page will
be open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet

WAN 2
Select one of the following Internet Access types provided by your ISP.

O PPPoE
O ppTP
O LaTP
@ Static IP
O DHCP

[ =< Back l [ Mext = ]

2.  Click Static IP as the Internet Access type. Simply click Next to continue.

Quick Start Wizard

Static IP Client Mode

VAN 2
Enter the Static IP configuration provided by your ISP.
WAN IP 192.168.3.100
Subnet Mask 255255 255 0
Gateway 192.168.31
Primary DNS
Secondary DNS (optional)
[ < Back ] [ Mext =
Available settings are explained as follows:
Item Description
WAN IP Type the IP address.
Subnet Mask Type the subnet mask.
Gateway Type the IP address of gateway.
Primary DNS Type in the primary IP address for the router.
Secondary DNS Type in secondary IP address for necessity in the future.
Back Click it to return to previous setting page.
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Next Click it to get into the next setting page.

Cancel Click it to give up the quick start wizard.

3. Please type in the IP address information originally provided by your ISP. Then click
Next for next step.

Quick Start Wizard

Please confirm your settings:

WAN Interface: WANZ

Physical Mode: Ethernet
Physical Type: Auto negotiation
Internet Access: Static IP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.,

[ Finish ] [ Cancel ]

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Cluick Start Wizard Setup OHK!

5. Now, you can enjoy surfing on the Internet.

DHCP

1. Choose WANZ2 as WAN Interface and click the Next button. The following page will be
open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet

VVAN 2

Select one of the following Internet Access types provided by your ISP,
O PPPoE
O PPTP
O LaTP
O static IP
& DHCP

< Back ] [ Mext =
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2.

Click DHCP as the Internet Access type. Simply click Next to continue.

Quick Start Wizard

DHCP Client Mode

VAN 2
If your ISP requires you to enter a specific host name or specific MAC address, please
enter it in.

Host Mame (optional)

MAC 00 | -[1D | -|AA| -|A8 | -|BT | -|BA [foptional)

[ <Back | [ MNext>
Available settings are explained as follows:
Item Description
Host Name Type the name of the host.

Note: The maximum length of the host name you can set is
39 characters.

MAC Some Cable service providers specify a specific MAC
address for access authentication. In such cases you need to
enter the MAC address.

Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.

After finished the settings above, click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAN Interface: WANZ

Physical Mode: Ethernet
Physical Type: Auto negotiation
Internet Access: DHCP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

Finish ] [ Cancel
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4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK!

5. Now, you can enjoy surfing on the Internet.
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2.1.3 For WAN3/WAN4 (USB)
WAN3/WAN4 is dedicated to physical mode in USB.
1.  Choose WAN3/WAN4 as WAN Interface.

Quick Start Wizard

WAN Interface
WA Interface: WIARZ W
Display Mame:
Physical Mode: USE

[(=Back | [ Medt= |

2. Then, click Next for getting the following page.

Cuick Start Wizard

Connect to Internet

WAN 3
Internet Access . 354G USE Modem{PFF mode) [w

35145 USE Modem(PPF mode)
3G/4G USB Modem(PPP mode) 4G USBE Moderm(DHCF mode)
SIM PIM code
Modem Initial String ATEFEOVI1ED2EC150=0

(Default ATRFEOWV1X120D28:C150=0)
&PM Mame

((=Back | [ Met= |

Available settings are explained as follows:

Item Description

Internet Access Choose one of the selections as the protocol of accessing the
internet.

3G/4G USB Modem | SIM Pin code —Type PIN code of the SIM card that will be

(PPP mode) used to access Internet. The maximum length of the pin code
you can set is 15 characters.
Modem Initial String — Such value is used to initialize USB
modem. Please use the default value. If you have any

51 Vigor2860 Series User's Guide



question, please contact to your ISP. The maximum length of
the string you can set is 47 characters.

APN Name — APN means Access Point Name which is
provided and required by some ISPs. Type the name and
click Apply.

4G USB Modem
(DHCP mode)

SIM Pin code —Type PIN code of the SIM card that will be
used to access Internet.

Network Mode - Force Vigor router to connect Internet with
the mode specified here. If you choose 4G/3G/2G as network
mode, the router will choose a suitable one according to the
actual wireless signal automatically.

APN Name — APN means Access Point Name which is
provided and required by some ISPs.

\ Note: Such mode is supported by WANS3 only.

3. Then, click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAk [nterface:
Physical Mode:
Internet Access:

Click Back to modify changes if necessary, Otherwise, click Finish to save the current
settings and restart the Vigor router,

WANG
Use
DHCP

[_Finish | [_cancel |

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK!

5. Now, you can enjoy surfing on the Internet.
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2.2 Service Activation Wizard

Service Activation Wizard can guide you to activate WCF service (Web Content Filter) with a
quick and easy way. For the Service Activation Wizard is only available for admin
operation, therefore, please type “admin/admin’” on Username/Password while Logging
into the web user interface.

Service Activation Wizard is a tool which allows you to use trial version of WCF directly
without accessing into the server (MyVigor) located on http://myvigor.draytek.com. For using
Web Content Filter Profile, please refer to later section Web Content Filter Profile for
detailed information.

Now, follow the steps listed below to activate WCF feature for your router.

Note: Such function is available only for Admin Mode.

1. Open Wizards>>Service Activation Wizard.

2. The screen of Service Activation Wizard will be shown as follows. Click Next to
activate free trail edition.

Service Activation Wizard

Select the service type that you want to activate

This wizard is used for activating
- Web Content Filter
Flease choose the edition vou need.

[ @ Free trial edition ]

Free trial edition: it offers a period of trial for you to get acquainted with WCF function.
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3. Inthe following page, you can activate the Web content filter services at the same time
or individually. When you finish the selection, please click Next.

Service Activation Wizard

Select the service type that you want to activate

This product provides 30 days of free trial, please choose the item(s) you want to use.

For WCF service :

\Web Content Filter { BPJM ) License Agreement activation Date © [2015-04-28
BPjM is the weh content filter based on service operated in Germany. We recormmend only users live in Germany to
try the BPjM WCF service. This is a free service without guarantee.

E\"Derﬁrgt%’;tci”;: Filter ( Cyren / License Agreement Activation Date : [2015-04-28

Cyren { Commtouch ) is the web content filker based on Cyren { Commtouch ) operated in the worldwide. There is a
30-day trial perind. After trial, you can purchase DrayTek's prepared Cyren [ Commtouch ) Globalview WCF padkage
from retailing outlets.

[ I have read and accept the above Agreement. (Please check this bax)]

Mote: The activation date is brought out by the server automatically and cannot be changed.

Commtouch is the web content filter based on Commtouch operated in the
worldwide. There is a 30-day trial period. After trial, you can purchase DrayTek's
prepared Commtouch GlobalView WCF package from retailing outlets. In addition,
Commtouch is merged by Cyren, and GlobalView services will be continued to
deliver powerful cloud-based information security solutions! Refer to:

http://www.prnewswire.com/news-releases/commtouch-is-now-cyren-239025151.ht
ml

BPjM is WCF for German Speaking users. The fragfINN is whitelist for German
Speaking users. The BPjM is ideal for your family to provide more Internet security
for youngsters.

4.  Setting confirmation page will be displayed as follows, please click Next.

Service Activation Wizard

Please confirm your settings

Sevice Type . Trial warsion
Sevice Activated | web Content Filker { Cyren / Commtouch )

Please click Back to re-select service type you to activate,

(C=Back J| [(Nea=_)
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5. Wait for a moment till the following page appears.

Service Activation Wizard

Connection Succeeded!

Please check the following item(s) to enable services on your router,

Enable Web Content Filter { Cyren / Commtouch )

When such page appears, you can enable or disable these services for your necessity.
Then, click Finish.

Note: The service will be activated and applied as the default rule configured in
Firewall>>General Setup.

6. Now, the web page will display the service that you have activated according to your
selection(s). The valid time for the free trial of these services is one month.

Service Activation Wizard

Server Enabled!

DrayTek Service Activation

Service Name Start Date Expire Date Status
Web Content filtar 2013-02-18 2013-03-21 Commtouch

Please check if the license fits with the service provider of vour signature. To ensure
normal operation for your router, update your signature again is recommended

Copyright @ DreyTek Corp. 41l Rights Ressrved

When all the trial editions for various web content filters had been enabled, the
configuration page of Service Activation Wizard will be invalid as shown below.

Service Activation Wizard

Select the service type that you want to activate

This wizard is used for activating
- N/A

Please choose the edition you need.

Free trial edition

Mext = Finish Cancel
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2.3 VPN Client Wizard

Such wizard is used to configure VPN settings for VPN client. Such wizard will guide to set
the LAN-to-LAN profile for VPN dial out connection (from server to client) step by step.

1. Open VPN and Remote Access>>VPN Client Wizard. The following page will appear.

VPN and Remote Access == VPN Client Wizard

Choose VPN Establishment Environment

LAM-to-LAN VPN Client Mode Selection: Route Mode |+

Please choose a LAN-to-LAN Profile: [Index] [Status] [MName] v

Note:For a typical LAN-to-LAN tunnel, please select Route Mode.
If the remote network is expecting only a single client or ip and is not configured to route the
subnet and then select MAT mode.
If in doubt then select Route Mode

Available settings are explained as follows:
Item Description
LAN-to-LAN Client | Choose the client mode.
Mode Selection Route Mode/NAT Mode — If the remote network only

allows you to dial in with single IP, please choose NAT
mode, otherwise please choose Route Mode.

Foute fode »

Please choose a There are 32 VPN profiles for users to set.
LAN-to-LAN Profile
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2. When you finish the mode and profile selection, please click Next to open the following
page.

VPN and Remote Access == VPN Client Wizard

VPN Connection Setting

Security ranking (1 is the highest: 5 is the lowest) Throughput ranking (1 is the highest; 5 is the lowest)
1. L2ZTP over IPsec 1. PPTP (Mone Encryption)
2. IPsec 2. L2TP
3. PPTP (Encryption) 3. IPsec
4. L2TP 4. L2TP over IPsec
5. PPTP (None Encryption) 5. PPTP (Encryption)

Select VPN Type: | PPTP (Encryption) w
PPTP (Mone Encryption)
PPTP (Encryption
IPsec
L2TP

L2TP aver IPsec (Nice to Have)
L2TP over IPsec (Must}

EmarEs

In this page, you have to select suitable VPN type for the VPN client profile. There are
six types provided here. Different type will lead to different configuration page. After
making the choices for the client profile, please click Next. You will see different
configurations based on the selection(s) you made.
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Note: The following descriptions for VPN Type are based on the Route Mode
specified in LAN-to-LAN Client Mode Selection.

® When you choose PPTP (None Encryption) or PPTP (Encryption), you will see the
following graphic:

VPN and Remote Access => /PN Client Wizard

VPN Client PPTP Encryption Settings

Profile Name Y
VPN Dial-0Out Through WWAMNT First hd
O Always on

Server IP/Host Name for VPN

(e.g. draytek.com or 123.45.67.89) draytek com

Username marketing
Password seenene
Remote Network IP 192.168.1.6
Remote Network Mask 2552552550

[ < Back ] [ MNext = ]

® When you choose IPsec, you will see the following graphic:

VPH and Remote Access == VPN Client Wizard

VPHN Client IPsec Settings

Profile Name 777
VPN Dial-Out Through VWAMNT First hd
O Always on

Server IP/Host Mame for WPN
(e.g. draytek.com or 123.45.67.89)

IKE Authentication Method
@ pre-Shared Key
Confirm Pre-Shared Key
O Digital Signature (X.509)
Peer ID
Local 1D
Alternative Subject Name First
O subject Name First
Local Certificate

IPseC Securily MeLhod
® Medium (&H)

O High (ESP)
Remote Network IP 0000
Remote MNetwork Mask 255 2052550

(o] (o)

® When you choose L2TP, you will see the following graphic:
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VPH and Remote Access == VPN Client Wizard

VPN Client L2TP Settings

Profile Mame

VPN Dial-0Out Through

0 always on

Server IP/Host Mame for VPN

777

(e.g. draytek.com or 123.45.67.89)

Username

Password

Remote Metwork IP
Remote Network Mask

VAN First b
777

0.0.0.0

2552552550

[ < Back ] [ Mext = ]

When you choose L2TP over IPsec (Nice to Have) or L2TP over IPsec (Must), you
will see the following graphic:

VPN and Remote Access == VPN Client Wizard

VPN Client L2TP over IPsec (Nice to Have) Settings

Profile Name

VPN-2

VPN Dial-0Out Through VWANT First
O always on

Server IP/Host Name for VPN
(e.g. draytek.com or 123.45.67.89)

IKE Authentication Method
® Pre-Shared Key senene
Confirm Pre-Shared Key ssssne
O Dpigital Signature (X.509)
Peer ID
Local ID
Alternative Subject Name First
O subject Name First
Local Certificate

IPsec Security Method
® Medium (AH)
O High (ESP)
Username

Password

Remote Network IP 0000
2

Remote Metwork Mask 255

[ < Back ] [ Mext =

Available settings are explained as follows:

ltem

Description

Profile Name

Type a name for such profile. The length of the file is
limited to 10 characters.
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VPN Dial-Out

Use the drop down menu to choose a proper WAN interface

Through for this profile. This setting is useful for dial-out only.

WWART First b

WWAMNT First

WANT Only

WANT only: Only establish %PM if WANZ down

WWANZ First

WWANZ Only

WANZ only: Only establish %FPM i WANT down

WWANI First

WWANI Only

WWANS First

WWANA Only

WANL1 First/ WAN2 First /WAN3 First/WAN4 First-
While connecting, the router will use
WANI1/WAN2/WAN3/WANA4 as the first channel for VPN
connection. If WAN1/WAN2/WAN3/WAN4 fails, the
router will use another WAN interface instead.

WAN1 Only /WAN2 Only/WAN3 Only/WAN4 Only -
While connecting, the router will use
WANL/WAN2/WANS3 as the only channel for VPN
connection.

WANL1 Only: Only establish VPN if WAN2 down - If
WANZ2 failed, the router will use WANL1 for VPN
connection.
WAN2 Only: Only establish VPN if WAN1 down - If
WANL1 failed, the router will use WAN2 for VPN
connection.

Always On Check to enable router always keep VPN connection.

Server IP/Host Name

Type the IP address of the server or type the host name for

for VPN such VPN profile.
IKE Authentication IKE Authentication Method usually applies to those are
Method remote dial-in user or node (LAN to LAN) which uses

dynamic IP address and IPsec-related VPN connections
such as L2TP over IPsec and IPsec tunnel.

Pre-Shared Key- Specify a key for IKE authentication.
Confirm Pre-Shared Key-Confirm the pre-shared key.

Digital Signature
(X.509)

Click Digital Signature to invoke this function.

Peer ID — Choose the peer ID selection from the drop down
list.

Local ID — Choose Alternative Subject Name First or
Subject Name First.

Local Certificate — Use the drop down list to choose one of
the certificates for using. You have to configure one
certificate at least previously in Certificate Management
>> Local Certificate. Otherwise, the setting you choose
here will not be effective.

IPsec Security
Method

Medium - Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default, this option
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is active.

High - Encapsulating Security Payload (ESP) means
payload (data) will be encrypted and authenticated. You
may select encryption algorithm from Data Encryption
Standard (DES), Triple DES (3DES), and AES.

User Name This field is used to authenticate for connection when you
select PPTP or L2TP with or without IPsec policy above.

The length of the user name is limited to 11 characters.

Password This field is used to authenticate for connection when you
select PPTP or L2TP with or without IPsec policy above.

The length of the password is limited to 11 characters.

Remote Network IP Please type one LAN IP address (according to the real
location of the remote host) for building VPN connection.

Remote Network Please type the network mask (according to the real location
Mask of the remote host) for building VPN connection.

3. After finishing the configuration, please click Next. The confirmation page will be shown
as follows. If there is no problem, you can click one of the radio buttons listed on the page
and click Finish to execute the next action.

VPN and Remote Access == VPN Client Wizard

Please confirm your settings

LAN-to-LAN Index: 20

Profile Mame: VPN-2

VPN Connection Type: LZTP owver IPsec (Nice to Have)
VPN Dial-0Out Through: WANL First

Always on: Mo

Server IP/Host Name: 172.15.3.8

IKE Authentication Method: Pre-Shared Key

IPsec Security Method: AH-SHAL

Remote Network IP: 0.0.0.0

Remote Metwork Mask: 255.255.255.0

Click Back to modify changes if necessary. Otherwise, click Finish to save the current settings and
proceed to the following action:

@ Go to the VPN Connection Management.
O Do another VPN Client Wizard setup.
O view more detailed configurations.

Finish ] [ Cancel

Available settings are explained as follows:

Item Description

Go to the VPN Click this radio button to access VPN and Remote
Connection Access>>Connection Management for viewing VPN
Management Connection status.

Do another VPN Click this radio button to set another profile of VPN Server

Server Wizard Setup | through VPN Server Wizard.

View more detailed Click this radio button to access VPN and Remote
configuration Access>>LAN to LAN for viewing detailed configuration.
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2.4 VPN Server Wizard

Such wizard is used to configure VPN settings for VPN server. Such wizard will guide to set
the LAN-to-LAN profile for VPN dial in connection (from client to server) step by step.

1. Open VPN and Remote Access>>VPN Server Wizard. The following page will appear.

VPN Server Wizard

Choose VPN Establishment Environment

&llowed Dial-in Type:

VPN Server Mode Selection: Remote Dial-in User (Teleworker

Please choose a LAN-to-LAN Profile:

Please choose a Dial-in User Accounts: ] ® 2z w

PRTR
IPsec
L2TP with IPsec Policy | Mone "

S5L Tunnel

Available settings are explained as follows:
Item Description
VPN Server Mode Choose the direction for the VPN server.
Selection Site to Site VPN — To set a LAN-to-LAN profile

automatically, please choose Site to Site VPN.

Remote Dial-in User —You can manage remote access by
maintaining a table of remote user profile, so that users can
be authenticated to dial-in via VPN connection.

Site to Site WP (LAN-ta-LAN)

IV

Remate Diakin User (Teleworker)

Please choose a
LAN-to-LAN Profile

This item is available when you choose Site to Site VPN
(LAN-to-LAN) as VPN server mode. There are 32 VPN

profiles for users to set.
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Please choose a
Dial-in User
Accounts

This item is available when you choose Remote Dial-in
User (Teleworker) as VPN server mode. There are 32 VPN

tunnels for users to set.

Allowed Dial-in Type

This item is available after you choose any one of dial-in
user account profiles. Next, you have to select suitable
dial-in type for the VPN server profile. There are several
types provided here (similar to VPN Client Wizard).

PPTP
IPsec

L2TP with IPsec Policy

SSL Tunnel

MHone L
MHaone

MHice to Have
st

Different Dial-in Type will lead to different configuration
page. In addition, adjustable items for each dial-in type will
be changed according to the VPN Server Mode (Site to Site
VPN and Remote Dial-in User) selected.

2. After making the choices for the server profile, please click Next. You will see different
configurations based on the selection you made.

Here we take the examples of choosing Site-to-Site VPN as the VPN Server Mode.
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®  When you check PPTP, you will see the following graphic:

VPN Server Wizard

VPN Authentication Setting

Profile Name |??? |
PPTP / L2TP / L2TP owver IPsec Authentication

LIsernarme |??? |

Password | |

Peer IP/VPN Client IP | |

Site to Site Information
Remote Metwork IP |D.D.D.D |

Remote Network Mask 265.256.255.0 |

[ < Back ] [ Mext = ]

® When you check PPTP & IPsec & L2TP (three types) or PPTP & IPsec (two types) or
L2TP with Policy (Nice to Have/Must), you will see the following graphic:

VPN Server Wizard

VPN Authentication Setting

Profile Mame |??? |
PPTP / L2TP / L2TP over IPsec Authentication

Uzernarme |??? |
Password | |

IPsec / L2TP over IPsec Authentication
Pre-Shared Key | |

Confirm Pre-Shared Key | |

[ pigital Signature (%, 509}
Pear ID | |
Local ID
Alternative Subject Mame First
QO subject Mame First
Peer IP/AYPN Client IP | |

Peer ID | |
Site to Site Information
Remote Network IP |D.D.D.D |
Remote Metwork Mask 255 255 255.0 |
[ < Back ] [ Next = ]
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®  When you check IPsec, you will see the following graphic:

VPN Server Wizard

VPN Authentication Setting

Profile Mame e
IPsec / L2TP over IPsec authentication
Pre-Shared Key
Confirm Pre-Shared Key
[ pigital Signature (¥.509)
Peer ID
Local ID
Alternative Subject Mame First
O subject Mame First
Peer IP/PM Client IP

Peer ID

Site to Site Information

Remote Metwork IP 0.0.0.0
Remote Network Mask 266.265.255.0
(<5 (o

Available settings are explained as follows:

Item Description

Profile Name Type a name for such profile. The length of the file is
limited to 10 characters.

User Name This field is used to authenticate for connection when you
select PPTP or L2TP with or without IPsec policy above.

The length of the name is limited to 11 characters.

Password This field is used to authenticate for connection when you
select PPTP or L2TP with or without IPsec policy above.

The length of the name is limited to 11 characters.

Pre-Shared Key For IPsec/L2TP IPsec authentication, you have to type a
pre-shared key.

The length of the name is limited to 64 characters.

Confirm Pre-Shared | Type the pre-shared key again for confirmation.

Key
Digital Signature Check the box of Digital Signature to invoke this function.
(X.509) Peer 1D — Choose the peer ID selection from the drop down

list.
Local ID — Choose Alternative Subject Name First or
Subject Name First.

Peer IP/VPN Client Type the WAN IP address or VPN client IP address for the
IP remote client.

Peer ID Type the ID name for the remote client.
The length of the name is limited to 47 characters.
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Remote Network IP

Please type one LAN IP address (according to the real
location of the remote host) for building VPN connection.

Remote Network
Mask

Please type the network mask (according to the real location
of the remote host) for building VPN connection.

3. After finishing the configuration, please click Next. The confirmation page will be shown
as follows. If there is no problem, you can click one of the radio buttons listed on the page
and click Finish to execute the next action.

VPN Server Wizard

Please Confirm Your Settings

WPMN Environment:
Index:

Profile Name:
Jsarname:

Allowed Service:

Peer IPAPM Client IP:
Pear ID:

Remote Metwork IP:
Remote NMetwork Mask:

Click Back to modify changes if necessary, Otherwise, click Finish to save the current settings
and proceed to the following action:

Site to Site WPN (LaN-to-LAN)
2

e

e

PPTP+LETP with IPsec Palicy

456
172.16.3.56
255.2533.255.0

* Go tothe VPN Connecton Management.
O Do another WPN Server Wizard setup.
O wiew moare detailed configurations,

[_Finish | [ cancel |

Available settings are explained as follows:

Item Description

Go to the VPN Click this radio button to access VPN and Remote
Connection Access>>Connection Management for viewing VPN
Management Connection status.

Do another VPN Click this radio button to set another profile of VPN Server

Server Wizard Setup

through VPN Server Wizard.

View more detailed
configuration

Click this radio button to access VPN and Remote
Access>>LAN to LAN for viewing detailed configuration.
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2.5 Wireless Wizard

The wireless wizard allows you to configure settings specified for a host AP (for home use or
internal use for a company) and specified for a guest AP (for any wireless clients accessing
into Internet).

Follow the steps listed below:
1. Open Wireless Wizard.

zard

2. The screen of wireless wizard will be shown as follows. This page will be used for internal
users in a company or your home.

Wireless Wizard

Host AP Configuration

Wireless 2.4GHz Settings

MNarme: |2EiBD—marketing |
Mode: [ Mixed(11g+11n) v
Channsl: [Channel B, 2447 MHz  +|
Security Key: |*""‘*""‘""‘*‘"* |

Wireless 5GHz Settings
Ouse the same SSID and Security Key as above

Marne: |DrayTek2860_5E3marketing |
Mode: Mixed (11a+11n) v

Channel: [ Channel 0, 5300MHz  ~ |
Security Key: |mmm |

Note: The host AP configured here will be used for home or internal company use.

Available settings are explained as follows:

Item Description

Wireless 2.4GHz Settings

Name Type the SSID name of this router for wireless 2.4GHz. The
default name is defined with DrayTek. Change the name if
required.

Mode At present, the router can connect to 11n Only, 11g Only,
Mixed (11b+11g), Mixed (11a+11n), Mixed (11g+11n), and
Mixed (11b+11g+11n) stations simultaneously. Simply
choose Mix (11b+11g+11n) mode.
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Mixed{11b+11g+11n)
11g Only

11n Only (2.4 GHz}
Mixed{11b+11g)
Wixed{11g+11n)
Wixed{11b+11g+11n|

Channel

Means the channel of frequency of the wireless LAN. The
default channel is 6. You may switch channel if the selected
channel is under serious interference. If you have no idea of
choosing the frequency, please select Auto to let system
determine for you.

Security Key

The wireless mode offered by this wizard is WPA2/PSK.

The WPA encrypts each frame transmitted from the radio
using the key, which either PSK (Pre-Shared Key) entered
manually in this field below or automatically negotiated via
802.1x authentication.

Either 8~63 ASCII characters, such as 012345678(or 64
Hexadecimal digits leading by 0x, such as
“0x321253abcde...”).

Use the same SSID
and Security Key as
above

Check the box to use the same settings configured above.

Wireless 5GHz Settings

Name Type the SSID name of this router for wireless 5GHz..

Mode At present, the router can connect to 11a Only, 11n Only
(5GHz), Mixed (11a+11n) and Mixed (11a+11n+11ac)
stations simultaneously.

Channel Means the channel of frequency of the wireless LAN. The

default channel is 36. You may switch channel if the selected
channel is under serious interference. If you have no idea of
choosing the frequency, please select Auto to let system
determine for you.

Security Key

The wireless mode offered by this wizard is WPA2/PSK.

The WPA encrypts each frame transmitted from the radio
using the key, which either PSK (Pre-Shared Key) entered
manually in this field below or automatically negotiated via
802.1x authentication.

Either 8~63 ASCII characters, such as 012345678(or 64
Hexadecimal digits leading by 0x, such as
"0x321253abcde...").

Next

Click it to get into the next setting page.

Cancel

Exit the wireless wizard without saving any changes.

3. After typing the required information, click Next. The settings in the page limit the
wireless station (guest) accessing into Internet but not being allowed to share the LAN
network and VPN connection.
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Wireless Wizard

Guest AP Configuration

Wireless 2.4GHz Settin
® Enable
SSIh:

Security Key:

Rate Control:

@ Enable

SSID:
Security Key:

Rate Control:

This AP interface shal

s

O Disable
DrayTek_Guest

Wireless 5GHz Settings
O Disable

[Jenable upload|30000 kbps  Download 30000 kbps
[use the same SSID and Security Key as ahove

DrayTek _5G_Guest

[Jenable  Upload(30000 kbps Download 30000 kbps

Note: The configured guest AP will not be able to access the LaAN network, YPH
connections, or communicate with wireless devices connecting to the router's other APs,

| be used for Internet access only.

[ < Back ] [ Mext =

Cancel

Available settings are explained as follows:

ltem

Description

Wireless 2.4GHz Sett

ings

Enable/Disable

Click it to enable or disable settings in this page.

SSID

Type the SSID name of this router. (SSID1)

Security Key

The wireless mode offered by this wizard is WPA2/PSK.

The WPA encrypts each frame transmitted from the radio
using the key, which either PSK (Pre-Shared Key) entered
manually in this field below or automatically negotiated via
802.1x authentication.

Either 8~63 ASCII characters, such as 012345678(or 64
Hexadecimal digits leading by 0x, such as
"0x321253abcde...").

Rate Control

It controls the data transmission rate through wireless
connection.

Upload — Check Enable and type the transmitting rate for
data upload. Default value is 30,000 kbps.

Download — Type the transmitting rate for data download.
Default value is 30,000 kbps.

Wireless 5GHz Settin

gs

Enable/Disable

Click it to enable or disable settings in this page.

Use the same SSID
and Security Key as
above

Check the box to use the same settings configured above.

SSID

Type the SSID name of this router. (SS1D2)
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Security Key

The wireless mode offered by this wizard is WPA2/PSK.

The WPA encrypts each frame transmitted from the radio
using the key, which either PSK (Pre-Shared Key) entered
manually in this field below or automatically negotiated via
802.1x authentication.

Either 8~63 ASCII characters, such as 012345678(or 64
Hexadecimal digits leading by 0x, such as
"0x321253abcde...").

Rate Control

It controls the data transmission rate through wireless
connection.

Upload — Check Enable and type the transmitting rate for
data upload. Default value is 30,000 kbps.

Download — Type the transmitting rate for data download.
Default value is 30,000 kbps.

Next

Click it to get into the next setting page.

Cancel

Exit the wireless wizard without saving any changes.

4. After typing the required information, click Next.

5. The following page will display the configuration summary for wireless setting.

Wireless Wizard

Configuration Summary

Wireless 2.4GHz Settings

Mode: Mixed{11g+11n)
Channel:Channel 8, 2447MHz

Host AP
SSID Mame: 2B60-marketing

Guest AP

Status:Enabled

SSID Name: DrayTek_Guest
Rate Control:Disabled

Wireless 5GHz Settings

Mode:Mixed {1la+11in)
Channel: Channel 60, 5300MHz

Host ap
SSID Mame: DrayTek2860_5Gmarketing

Guest AP

Status:Enabled

SSID Mame: DrayTek_5G_Guest
Rate Control:Disabled

Finish ] [ Cancel

6. Click Finish to complete the wireless settings configuration.
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2.6 VolP Wizard

Vigor router offers a quick method to configure settings for VolP application. Follow the steps

listed below.

\ Note: This wizard is available for “V’” model only.

1. Open Wizards>>VolP Wizard.

2. The screen of VolP Wizard will be shown as follows.

VolP Wizard

Set VolP service provider domain

YoIP service provider |drayte|.0rg Vl |drayte|.0rg | {63 char max).
SIP Port S080

Set Account quickly

Phone 1 {default mapping to Account 1)

Account Mumber/MName |

| {63 char max),

Password |

| {63 char max).

Phone 2 {default mapping to Account 2)

use the same Account as phonel

Account Mumber/Mame |

| {63 char max).

Password |

| (63 char max).

Available settings are explained as follows:

ltem

Description

Set VolP service
provider domain

VolIP service provider - Use the drop down list to choose
the ISP which offers the VolP service for your router.

SIP Port — Use the default setting (5060).

Set Account quickly

Account Number/Name — Type the account number/name
registered to your ISP.

Password — Type the password for the account registered to
your ISP.

Use the same Account as phone 1 - If you don’t need to
configure Phone 2 settings, simply check this box.

Next

Click it to get into the next setting page.
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Cancel Click it to give up the VoIP wizard.

3. After finished the settings above, click Next for viewing summary of such connection.

VolP Wizard

Please confirm your settings:

WolIP Service Provider draytel.org
SIP Port toa0
Phone 1 Account 56335
Phone 2 Account 5A33s

Click Back to modify changes if necessary. Otherwise, click Finish to save current settings.

[ Finigh ] [ Cancel

4. Click Finish. A page of VolP Wizard Setup OK!!! will appear.

VolP Wizard Setup OK!
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2.7 Registering Vigor Router

You have finished the configuration of Quick Start Wizard and you can surf the Internet at any
time. Now it is the time to register your Vigor router to MyVigor website for getting more

service. Please follow the steps below to finish the router registration.

1  Please login the web configuration interface of Vigor router by typing “admin/admin”

as User Name / Password.

)] )Y ¥ QP Vigor2860 series

Username |admin

Password |onn|

Group

Copyright @ 2012 DrayTek

Login

Corp. All Rights Reserved

2  Click Support Area>>Production Registration from the home page.

Product Regist

3 A Login page will be shown on the screen. Please type the account and password that
you created previously. And click Login.

services!

Once you receive the DrayTek membership, welcome your further login to advise us of your opinion about

Please take a moment to register.
Membership Registration entitles you to upgrade firmware for your
purchased product and receive news ahout upcoming products and

DrayTek product. Your precious suggestions will be of further help for innovation and enhancement.
By joining My\igor, your data will be handled carefully and not passed onto any 3rd party unrelated
organizations. Your data will only be used/accessed by DrayTek Corp and regional offices/agents within your

own country.

LOGIN

Language ;| English v

UserMame |carrieni

Password | --------

202490

Auth Code - L 2 -

-]
il ‘ me CAPTCHA™
-] }

Faorgotten password?

Don't have a Mywigor Account 7

Create an account now

Become the MyVigor member, you can receive the e-newsletier update.
Flease join customer survey affer you are & member! Youwr opinion is very aporeciated.
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Notice: If you haven’t an accessing account, please refer to section 4.9 Creating an
Account for MyVigor on User’s Guide to create your own one. Please read the
articles on the Agreement regarding user rights carefully while creating a user
account.

4 The following page will be displayed after you logging in MyVigor. From this page,
please click Add or Product Registration.

DrayTek 3 Login User : carrieni ( Logout )
- 22222 @@ a0
Information - My Products
D About Us
< My Information Welcome, carrieni
P Last login time : 2015-02-25 10:00:31
> My Prochuct Last login from : 220.132.109.130
“ My Password Current login time : 2015-03-04 13:35:34
MU Current login from ; 220.132.109.130
. g i 4 Ruws: Page:]
[ * Product Registration l
5 Customer Survey Serial Number [ Host ID Device Name Model Note |
111900325027 2130 Yigor2130 =
2013030811172502 wigor2760 Yigor2760

5  When the following page appears, please type in Nickname (for the router) and choose
the right registration date from the popup calendar (it appears when you click on the box
of Registration Date). After adding the basic information for the router, please click
Submit.

DrayTek » Login User : carrieni {Logout ) M y Vngf

E——
D About Us Searchforthissie| |
@ My Information My inforrnation - My Products mPrintable page m Email to Friendfs

= My Product Registration Device
= My Password

5o iy Seisilige Registration Date : * 03-04-2015
L - . Serial number : 201A03041 3349201
= Vigor Series Nick . i ]
+ Product Registration Ickname : I |g0r2860
5 Customer Survey Usage : | - Select ]
Product Rating : (Yourupinion sofar)
Mo. of Employees : (Intotal within your company )
Supplier : [ ]twnereyou boughtitirom
Dato of Purchase: [ [T
Internet Connection ; *
[ cable ADSL [JvpsL [ Fiber
36 Clwimax  CILTE

(Cancel) (Su
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6  When the following page appears, your router information has been added to the
database.

Your device has heen successfully added to the database.

7 After clicking OK, you will see the following page. Your router has been registered to
myvigor website successfully.

DFOYTBI( & Login User : carrieni ( Logout) My Vigor
I
D About Us My Information - My Products

O My Information Welcome, carrieni

> My Product Last login time : 20150225 10:00:31
Last login from : 220.132.109.130
Current login time : 20150304 13:35:34

= My Passwiord

__ My Settings Current login from : 220.132.109.130
... Yigor Series Rows Page
. Customer Survey
Serial Number / Host ID Device Name Model Note |
111900325027 2130 igor2130
20130306811172502 ¥igor2760 igor2760
2015022415571701 vigor2B60ac Vigor2860 -

75 Vigor2860 Series User's Guide



This chapter will guide users to execute web configuration.

1. Open aweb browser on your PC and type http://192.168.1.1. The window will ask for
typing username and password.

Advanced Configuration

2.  Please type “admin/admin” on Username/Password for administration operation.

Now, the Main Screen will appear. Note that different model will have different web pages.

Dashboard
Wizards
Onling Status

WAN
LAN

Load-Balance/Route Policy

NAT

Firewall

User Management
Objects Setting

CSM

Bandwidth Management
Applications

VPN and Remote Access

Wireless LAN (2.4 GHz)
Wireless LAN {5 GHz)
SSLVPN

USB Application
System Maintenance
Diagnostics

External Devices

Admin mode
Status: Settings Saved

3.1 WAN

DrayTek

USB

JUsSe 2

- - : =
Vigor2860 Series AEWME S
Dashboard =
e
[ vt ] Vigor2860Vac
@ Ag‘ wA.Nz Ling MM Mﬁp’ LCL\ vw%s«mv:-wl
o Y e e
USE DSL Phenel
. % =HAAA "AAanl
"l 246 56 Phone2 we
VoSLADSL. WANZ Gaga) Glgatan® 1 ] L] 4 L] L Phon
System Information
Model Name Wigor28e0vac System Up Time | 4:29:49 Systemn Status
Current Time 2000 Jan 1 Sat 4:29:34 i
Firmware Version | 3.7.8.2 Build DatefTime  [Dec 23 2014 18:34:33 TR.069
DSL Version S48006_ABSC HW: A LAN MAC Address | 00-1D-AA-C6-4C-50 User Managerment
| MEBBlock
IPv4 Internet Access Schedule
Line / Mode 1P Adh MAC Up Time | SysLo /Mail lert
WAN1 [ADSL / PPPoE Disconnected 00-10-A4-CH-4C-51 00:00:00 LIME—
| WAN2 |Ethernst [ -— Disconnected 00-1D-A4-CH-4C-52 00:00:00 RADIUS
WANS | USE [ - Disconnected 00-10-AA4-CH-4C-53 00:00:00 [ Firewall Object Settir
WaANg [USE [ Disconnected | 00-10-AA-C6-4C-54 00:00:00 | Data Flow Monitor
DSL Connected : Down Stream : OKbps / Up Stream : Okbps
WAN Connected :0, WAN1 WAN2 OWAN3  WANG
LAN Connected ;0 JLANT JLANZ  @LANZ JLAN4  LANS _LANG
2 WLAN | Connected :0
-— WLANSG| Connected ;0
Connected :0, USB 1
0.

Quick Start Wizard offers user an easy method to quick setup the connection mode for the
router. Moreover, if you want to adjust more settings for different WAN modes, please go to

WAN group.

3.1.1 Basics of Internet Protocol (IP) Network

IP means Internet Protocol. Every device in an IP-based Network including routers, print
server, and host PCs, needs an IP address to identify its location on the network. To avoid
address conflicts, IP addresses are publicly registered with the Network Information Centre
(NIC). Having a unique IP address is mandatory for those devices participated in the public
network but not in the private TCP/IP local area networks (LANS), such as host PCs under the
management of a router since they do not need to be accessed by the public. Hence, the NIC
has reserved certain addresses that will never be registered publicly. These are known as
private IP addresses, and are listed in the following ranges:

From 10.0.0.0 to 10.255.255.255
From 172.16.0.0 to 172.31.255.255
From 192.168.0.0 to 192.168.255.255
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What are Public IP Address and Private IP Address

As the router plays a role to manage and further protect its LAN, it interconnects groups of
host PCs. Each of them has a private IP address assigned by the built-in DHCP server of the
Vigor router. The router itself will also use the default private IP address: 192.168.1.1 to
communicate with the local hosts. Meanwhile, Vigor router will communicate with other
network devices through a public IP address. When the data flow passing through, the
Network Address Translation (NAT) function of the router will dedicate to translate
public/private addresses, and the packets will be delivered to the correct host PC in the local
area network. Thus, all the host PCs can share a common Internet connection.

Get Your Public IP Address from ISP

In ADSL deployment, the PPP (Point to Point)-style authentication and authorization is
required for bridging customer premises equipment (CPE). Point to Point Protocol over
Ethernet (PPPOE) connects a network of hosts via an access device to a remote access
concentrator or aggregation concentrator. This implementation provides users with significant
ease of use. Meanwhile it provides access control, billing, and type of service according to
user requirement.

When a router begins to connect to your ISP, a serial of discovery process will occur to ask for
a connection. Then a session will be created. Your user ID and password is authenticated via
PAP or CHAP with RADIUS authentication system. And your IP address, DNS server, and
other related information will usually be assigned by your ISP.

Network Connection by 3G/4G USB Modem

For 3G/4G mobile communication through Access Point is popular more and more,
Vigor2860 adds the function of 3G/4G network connection for such purpose. By connecting
3G/4G USB Modem to the USB port of Vigor2860, it can support
LTE/HSDPA/UMTS/EDGE/GPRS/GSM and the future 3G/4G standard (HSUPA, etc).
Vigor2860n with 3G/4G USB Modem allows you to receive 3G/4G signals at any place such
as your car or certain location holding outdoor activity and share the bandwidth for using by
more people. Users can use LAN ports on the router to access Internet. Also, they can access
Internet via 802.11(a/b/g/n/ac) wireless standard, and enjoy the powerful firewall, bandwidth
management, and VPN features of Vigor2860n series.

AN
e~

AN R

Modem

Internet

« VolP
< Web Surfing
< VPN

Router

After connecting into the router, 3G/4G USB Modem will be regarded as the WAN3/WAN4
port. However, the original WAN1 and WANZ2 still can be used and Load-Balance can be
done in the router. Besides, 3G/4G USB Modem in WAN3/WAN4 also can be used as backup
device. Therefore, when WAN1 and WAN?2 are not available, the router will use 3.5G for
supporting automatically. The supported 3G/4G USB Modem will be listed on DrayTek web
site. Please visit www.draytek.com for more detailed information.

Below shows the menu items for WAN.

77 Vigor2860 Series User's Guide



3.1.2 General Setup

This section will introduce some general settings of Internet and explain the connection modes
for WAN1, WAN2 and WAN3/WAN4 in details.

This router supports multiple-WAN function. It allows users to access Internet and combine
the bandwidth of the multiple WANS to speed up the transmission through the network. Each
WAN port can connect to different ISPs, Even if the ISPs use different technology to provide
telecommunication service (such as DSL, Cable modem, etc.). If any connection problem
occurred on one of the ISP connections, all the traffic will be guided and switched to the
normal communication port for proper operation. Please configure WAN1, WAN2, WAN3
and WANA4 settings.

This webpage allows you to set general setup for WAN1, WAN2, WAN3 and WAN4
respectively. In default, WAN?2 is disabled. If you want to enable it, simply click the WAN2
link and select Yes in the field of Enable.

WAN >> General Setup

Load Balance Mode: |Auto Weight hd

Setup
Index  Enable MEEZT’EF\?IIJE Egi:ﬂiﬁ?ﬁﬁ?ﬁ:& Active Mode
WAN1 b ADSLS - o/0 Always On
WANZ2 Y Ethernet/Auto negotiation o/0 Always On
WAN3 Y USBE/- o/0 Always On
WAN4 Y USBE/- o/0 Always On

Note: The line speed setting of WaN interface is available only when According to Line Speed is
selected as the Load Balance Mode.

Available settings are explained as follows:
Item Description
Load Balance Mode This option is available for multiple-WAN for getting

enough bandwidth for each WAN port. If you know the
practical bandwidth for your WAN interface, please choose
the setting of According to Line Speed. Otherwise, please
choose Auto Weight to let the router reach the best load

balance.
Load Balance Mode: | Auto Weight v
According to Line Speed
Index Click the WAN interface link under Index to access into the

WAN configuration page.
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Enable V means such WAN interface is enabled and ready to be

used.
Physical Mode / Type Display the physical mode and physical type of such WAN
interface.
Line Speed(Kbps) Display the downstream and upstream rate of such WAN
DownLink/UpLink interface.
Active Mode Display whether such WAN interface is Active device or

backup device.

Backup (WAN#)- Display the backup WAN interface for
such WAN when it is disabled.

\ Note: In default, each WAN port is enabled.

After finished the above settings, click OK to save the settings.

WAN1 with ADSL/VDSL

Vigor router will detect the physical line is connected by ADSL or VDSL2 automatically.
Therefore, this page allows you to configure settings for ADSL and VDSL?2 at one time. That
is, it is not necessary for you to configure different profile settings for ADSL and VDSL2
respectively.

WAN == General Setup

WWAN 1
Enable: YRE W
Cisplay Mame:
Physical Mode: WDSL2
DSL Mode: WDSLZ anly »
Physical Type:
DsL Modem Code: Default hd
Line Speedikbps):
DawenLink 0
UpLink ]
YWLAN Tag insertion (ADSL): Disakle +
Tag value: 0 (0~4095)
Priority: 0 (0~7F)
YLAN Tag insertion (YDSL2): | Disable s
Tag value: 0 (0~4095])
Pricrity: 0 (0~7)
Active Mode: Always On » | Load Balance:
Note:

1, The line speed setting of YWak interface is available only when According to Line Speed is
selected as the Load Balance Mode.

2, In DSL auto mode, the router will reboot automatically while switching between YDSL2 and ADSL
lines,

[ ok ] [ cancel |

Available settings are explained as follows:

Item Description

Enable Choose Yes to invoke the settings for this WAN interface.
Choose No to disable the settings for this WAN interface.
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Display Name

Type the description for such interface.

Physical Mode

Display the physical mode of such interface. If VDSL2 is
detected, this field will display “VDSL2”; if ADSL is
detected, it will display “ADSL”.

DSL Mode

Specify the physical mode (VDSL or ADSL) for such
router manually.

Physical Type

For such interface, no type can be selected.

DSL Modem Code

Choose the correct DSL modem code for ensuring the
network connection.

Default A
Default

AnnexA_560516_552011
AnnexA 545006 544401

If you have no idea about the selection, simply choose
Default or contact the dealer for assistance.

Line Speed (Kpbs)

If your choose According to Line Speed as the Load
Balance Mode in previous page, please type the line speed
for downloading and uploading for such WAN interface.
The unit is kbps.

VLAN Tag insertion
(ADSL)

The settings configured in this field are available for ADSL.
Enable — Enable the function of VLAN with tag.

The router will add specific VLAN number to all packets
on the WAN while sending them out.

Please type the tag value and specify the priority for the
packets sending by WANL1.

Disable — Disable the function of VLAN with tag.

Tag value — Type the value as the VLAN ID number. The
range is form O to 4095.

Priority — Type the packet priority number for such VLAN.
The range is from 0 to 7.

VLAN Tag insertion
(VDSL2)

The settings configured in this field are available for
VDSL2.

Enable — Enable the function of VLAN with tag.

The router will add specific VLAN number to all packets
on the WAN while sending them out.

Please type the tag value and specify the priority for the
packets sending by WANL1.

Disable — Disable the function of VLAN with tag.

Tag value — Type the value as the VLAN ID number. The
range is form 0 to 4095.

Priority — Type the packet priority number for such VLAN.
The range is from 0 to 7.
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Active Mode Choose Always On to make the WAN1 connection being
activated always.

Always Cn »

Load Balance: Check this box to enable auto load balance
function for such WAN interface.

When the data traffic is large, the WAN interface with the
function enabled will balance the data transmission
automatically among all of the WAN interfaces in
connection status.

Backup Type If you choose Backup as the Active Mode, Backup Type
will appear. Please specify which WAN will be the Backup
interface.

Active Mode: Backup *| Load Balance:
wak 1 wan 2 Owan 2Cwan 4

E’Sﬁ:}uﬁ ;Etpiig as backup for ® when any of selected WaN disconnect

multiple WANT: Owhen all of selected WAN disconnect

When any of WAN disconnect — Such backup WAN will
be activated when any master WAN interface disconnects.

When all of selected WAN disconnect — Such backup
WAN will be activated only when all master WAN
interfaces disconnect.

After finished the above settings, click OK to save the settings.

WAN2 with Ethernet
WANZ is fixed with physical mode of Ethernet.

WAN == General Setup

WAN 2
Enable: fag
Display Mame:
Phiysical Mode: Ethernet
Physical Type: Auto negotiation v
Line Speed{kbps):
DownLink 0
LpLink 0
YLAM Tag insertion : Disable '+
Tag walue: 0 (0~40895)
Priority: 0 (0~7
Active Mode: Backup | Load Balance:
Olwan 10 wan 2 Clwan 3 Cwan 4
Backup Type ®when any of selected WaN disconnect
{Only if acting as backup for .
Fultiple WAN): O when all of selected WaN disconnect

Note:
The line speed setting of WAN interface is available only when According to Line Speed is selected as
the Load Balance Mode.

0K ] [ Cancel ]
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Available settings are explained as follows:

Item Description

Enable Choose Yes to invoke the settings for this WAN interface.
Choose No to disable the settings for this WAN interface.

Display Name Type the description for such WAN interface.

Physical Mode

Display the physical mode of such WAN interface.

Physical Type

You can change the physical type for WAN2 or choose
Auto negotiation for determined by the system.

Auto negotiation | ¥

Auto negotiation

100 half duplex
100 full duplex
1000 half duplex
1000 full duplex
10000 full duplex

Line Speed

If your choose According to Line Speed as the Load
Balance Mode, please type the line speed for downloading
and uploading for such WAN interface. The unit is kbps.

VLAN Tag insertion

Enable — Enable the function of VLAN with tag.

The router will add specific VLAN number to all packets on
the WAN while sending them out.

Please type the tag value and specify the priority for the
packets sending by WANL.

Disable — Disable the function of VLAN with tag.

Tag value — Type the value as the VLAN ID number. The
range is form O to 4095.

Priority — Type the packet priority number for such VLAN.
The range is from 0 to 7.

Active Mode

Choose Always On to make the WAN2 connection being
activated always.

Always Cn »

I

Load Balance: Check this box to enable auto load balance
function for such WAN interface.

When the data traffic is large, the WAN interface with the
function enabled will balance the data transmission
automatically among all of the WAN interfaces in
connection status.
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Backup Type If you choose Backup as the Active Mode, Backup Type
will appear. Please specify which WAN will be treated as
the Backup WAN.

Active Mode: Backup * | Load Balance:

Owan 10 wan 2 Owan 3 0wan 4

?Sﬁlkyu'ijf ;gtpiig as backup for @ when any of selected WaN disconnect

multiple WaNY: O when all of selected WAN disconnect

When any of selected WAN disconnect — Such backup
WAN will be activated when any master WAN interface
disconnects.

When all of selected WAN disconnect — Such backup
WAN will be activated only when all master WAN
interfaces disconnect.

After finished the above settings, click OK to save the settings.

WAN3/WAN4 with USB

To use 3G/4G network connection through 3G/4G USB Modem, please configure WAN3 or
WAN4 interface.

WAN >> General Setup

WAN 3
Enable: fag W
Display Mame:
Physical Mode: USBE
Line Speedikbps):
Downlink 0
UpLink 0
Active Mode: Backup | Load Balance:
Olwan 1 Clwan 20 lwan 3 Cwan 4
E.ac:kup Type @ when any of selected WaN disconnect
{Only if acting as backup for :
multiple WaNY: O when all of selected WaN disconnect
Note:

The line speed setting of WAN interface is available only when According to Line Speed is selected as
the Load Balance Mode,

[ Ok ] [ Cancel ]

Available settings are explained as follows:

Item Description

Enable Choose Yes to invoke the settings for this WAN interface.
Choose No to disable the settings for this WAN interface.

Display Name Type the description for such WAN interface.

Physical Mode Display the physical mode of such WAN interface.

Line Speed If your choose According to Line Speed as the Load

Balance Mode, please type the line speed for downloading
and uploading for such WAN interface. The unit is kbps.
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Active Mode

Choose Always On to make the WANS3 connection being
activated always.

Always Cn »

_In

Load Balance: Check this box to enable auto load balance
function for such WAN interface.

When the data traffic is large, the WAN interface with the
function enabled will balance the data transmission
automatically among all of the WAN interfaces in connection
status.

Backup Type

If you choose Backup as the Active Mode, Backup Type
will appear. Please specify which WAN will be treated as the
Backup WAN.

Active Mode: Backup | Load Balance:
Owan 1 Cwan 21 wan 3 Cwan 4

?Sﬁryu'ijf -la—itpi.rg'lg as backup for @ when any of selected WAN disconnect

multiple WARN: Owhen all of selected WaN disconnect

When any of selected WAN disconnect — Such backup
WAN will be activated when any master WAN interface
disconnects.

When all of selected WAN disconnect — Such backup WAN
will be activated only when all master WAN interfaces
disconnect.

After finished the above settings, click OK to save the settings.
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3.1.3 Internet Access

For the router supports multi-WAN function, the users can set different WAN settings (for
WANI1/WAN2/WAN3/WAN4) for Internet Access. Due to different Physical Mode for WAN
interface, the Access Mode for these connections also varies. Refer to the following figures.

WaAN == Internet Access

Internet Access

Index Display Name Physical Mode Access Mode

WA 1 ADSL f VDELE FPPOE f PPFOA v| [ Details Page | [IPv6 |
Mone

WANZ Ethernst PPPGE / PPPoA:

VAN Use MPo# i Static ar Dynamic IP

LANED USh Mone v

Mote: 1. Device on USE port 1 applies WaMN3 configuration.
Device on USE port 2 applies Wak4 configuration,
2, Only one Wah can support IPvG,

[Advanced |You can configure DHCP dlient options here.

WAN >> Internet Access

Internet Access

Index Display Name Physical Mode Access Mode

AN ADSL fWDSL2 FPPOE i PRPOA w | [ Details Page ] [IPvE |

YA 2 Ethernet Maohe v

WD Use PPPoE

AN USE Static or Dynamic IP
PPTP/LZTP

Mote: 1, Device on USE port 1 applies WAN2 tormgomooors
Device on USE port 2 applies WaM4 configuration.
2, Only one WaM can support IPvG,

[Advanced |vou can configure DHCP client options here,

WAN >> Internet Access

Internet Access

Index Display Name Physical Mode Access Mode

WA 1 ADSL f WDEL2 FPPQE | FRPos v | [ Details Page ] [IPv6 |
WANZ Ethernet Mane v
WANS UsB Mane v
WM Use Mane v

Note: 1. Device on USE port 1 applies WAN3 pone
Device on USE port 2 applies WaN4 | 334G USE Modem(PPP mode)
2. Only one WAN can support IPvE, 364G LISH Modermn(DHCP mode)

[Arvanced |You can configure DHCP dlient options here.

Available settings are explained as follows:

Item Description
Index Display the WAN interface.
Display Name It shows the name of the WAN1/WAN2/WAN3/WAN4

that entered in general setup.

Physical Mode It shows the physical connection for
WAN1(ADSL/VDSL2) /WAN2 (Ethernet) /WAN3/WAN4
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(3G/4G USB Modem) according to the real network
connection.

Access Mode

Use the drop down list to choose a proper access mode. The
details page of that mode will be popped up. If not, click
Details Page for accessing the page to configure the
settings.

Details Page

This button will open different web page (based on I1Pv4)
according to the access mode that you choose in WAN
interface.

Note that Details Page will be changed slightly based on
ADSL/VDSL2 physical mode specified on
WAN>>General Setup.

1Pv6

This button will open different web page (based on Physical
Mode) to setup IPv6 Internet Access Mode for WAN
interface.

If IPv6 service is active on this WAN interface, the color of
“IPv6” will become green.

Advanced

This button allows you to configure DHCP client options.

DHCP packets can be processed by adding option number
and data information when such function is enabled and
configured.

WAN >> Internet Access

DHCP Client Options Status
Options List
Enable Interface Option Type Data

Enable:
Interface: Al WWANL WANZ WAN3 WANG WANTS WANG WANT
O O O O ] O O
Option Number:
DataType: (3 ASCII Character (EX: Option: 18, Data:/path)

2 Hexadecimal Digit (EX: Option: 12, Data:2f70617468)

O Address List (EX: Option:44, Data:172,16,2,10,172,16.2.20...)
Data:

[ Add | [ Update | [ Delete |

ote:

Option 61 has been given a default value.

You can configure option 61(Client Identifier) in “WAN == Interface Access” page.

If you choose to configure option 61 here, the settings in "WAN == Intarface Access,Details Page” will be
overwritten.

Option 12 is reserved, you cannot configure it here but you can configure it in "Router Mame"” field of "Wan >
Interface Access”.

Enable/Disable — Enable/Disable the function of DHCP
Option. Each DHCP option is composed by an option
number with data. For example,

Option number:100

Data: abcd
When such function is enabled, the specified values for
DHCP option will be seen in DHCP reply packets.

Interface — Specify the WAN interface(s) that will be
overwritten by such function. WANS5 ~ WAN?7 can be
located under WAN>>Multi-PVC/VLAN.

Option Number — Type a number for such function.

Note: If you choose to configure option 61 here, the
detailed settings in WAN>>Interface Access will be
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| overwritten. |

DataType — Choose the type (ASCII or Hex or IP address)
for the data to be stored.

Data — Type the content of the data to be processed by the
function of DHCP option.

Details Page for PPPoE in WANL1 (Physical Mode: VDSL?2)

To choose PPPOE as the accessing protocol of the Internet, please select PPPoE from the
WAN>>Internet Access >>WANL1 page. The following web page will be shown.

WAN >> Internet Access

WAN 1
PPPoE /| PPPOA MPoA / Static or Dynamic IP IPviG
) Enable @& Disable ISP Access Setup
Service Mame (Optianal) *
Motlém Settings (for ADSL only) Usarname
Multi-PvC channel Channel 1 v
Password
WPI a
DSeparate Account for ADSL
WCI 34 o
. PPP Authentication FAF ar CHARP »
Encapsulating Type WCOMUK e )
Idle Timeout 1 second(s)
Protocol PPPOA +
) IP Address From ISP [ wan P Aligs
Modulation Multimode w ] ]
Fized IP O ves & Mo (Dynamic IP)
PPPoE Pass-through Fized IP Address

[ For wired Lan

[ For wireless LaN ® Default MAC Address

O Specify a MAC Address

WAN Connection Detection MAC Address: 00 | 1D | 4 f85 | BA | {D5
Mode Ping Detect ]
) Index(1-15) in Schedule Setup:
Ping IF
=:} B B B
TTL:
MTU 1492 | (Max:1492)
*: Required for some 1SPs
[ ok | [ cancel |

Available settings are explained as follows:

ltem

Description

Enable/Disable

Click Enable for activating this function. If you click
Disable, this function will be closed and all the settings that
you adjusted in this page will be invalid.

Modem Setting (for
ADSL only)

It is not necessary to configure settings in these fields for
modem settings are prepared for ADSL only.

PPPoOE Pass-through

The router offers PPPoE dial-up connection. Besides, you
also can establish the PPPoE connection directly from local
clients to your ISP via the Vigor router. When PPPoA
protocol is selected, the PPPoE package transmitted by PC
will be transformed into PPPoA package and sent to WAN
server. Thus, the PC can access Internet through such
direction.
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For Wired LAN - If you check this box, PCs on the same
network can use another set of PPPOE session (different
with the Host PC) to access into Internet.

For Wireless LAN — It is available for n model. If you
check this box, PCs on the same wireless network can use
another set of PPPoE session (different with the Host PC) to
access into Internet.

Note: To have PPPoA Pass-through, please choose PPPoA
protocol and check the box(es) here. The router will behave
like a modem which only serves the PPPoE client on the
LAN. That’s, the router will offer PPPoA dial-up
connection.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping
Detect.

Mode — Choose ARP Detect or Ping Detect for the system
to execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you
have to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference.
TTL value is set by telnet command.

MTU

It means Max Transmit Unit for packet.

ISP Access Setup

Enter your allocated username, password and authentication
parameters according to the information provided by your
ISP.

Username — Type in the username provided by ISP in this
field.

Password — Type in the password provided by ISP in this
field.

Separate Account for ADSL - In default, WAN1 supports
VDSL2/ADSL and uses the same PPPoE account and
password for connection. If required, you can configure
another account and password for ADSL connection by
checking this box. If it is checked, the system will ask you
to type another group of account and password additionally.

PPP Authentication — Select PAP only or PAP or CHAP
for PPP.

Idle Timeout — Set the timeout for breaking down the
Internet after passing through the time without any action.

IP Address From ISP

Usually ISP dynamically assigns IP address to you each
time you connect to it and request. In some case, your ISP
provides service to always assign you the same IP address
whenever you request. In this case, you can fill in this IP
address in the Fixed IP field. Please contact your ISP before
you want to use this function.

WAN IP Alias - If you have multiple public IP addresses
and would like to utilize them on the WAN interface, please
use WAN IP Alias. You can set up to 8 public IP addresses
other than the current one you are using.
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Fixed IP — Click Yes to use this function and type in a
fixed IP address in the box of Fixed IP Address.

Default MAC Address — You can use Default MAC
Address or specify another MAC address by typing on the
boxes of MAC Address for the router.

Specify a MAC Address — Type the MAC address for the
router manually.

Index (1-15) in Schedule Setup - You can type in four sets
of time schedule for your request. All the schedules can be
set previously in Applications >> Schedule web page and
you can use the number that you have set in that web page.
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Details Page for MPoA/Static or Dynamic IP in WAN1 (Physical Mode:

VDSL2)

MPoA is a specification that enables ATM services to be integrated with existing LANS,
which use either Ethernet, token-ring or TCP/IP protocols. The goal of MPoA is to allow
different LANSs to send packets to each other via an ATM backbone.

To use Static or Dynamic IP as the accessing protocol of the Internet, select Static or
Dynamic IP from the WAN>>Internet Access >>WANL1 page. The following web page will

appear.

WAN == Internet Access

WAN 1
PPPoE /| PPPoA MPoA | Static or Dynamic IP IPvG
 Enable @& Disable WAN IP Network Settings [ yyah IP Alias
2 Obtail IP add romatical
Modem Settings (for ADSL only) C; 1;a||1Na|| address at \jm ically .
. outer Mame igar
Multi-PvC channel Channel 2 b i 9 w
Encapsulation Damain Name
1483 Elridged IPLL I D DHCP Client Identifier *
WP = Username
Vel " Password
Modulation Multimode - © Specify an IP address
IP Addrass
WAN Connection Detection Subnet Mask
Mode ARP Detect Gateway IP Address
MTU 1600 | (Max:1500) & Default MAC Address
O Specify a MAC Address
RIP Protocol MAC Address: 00 | 1D | #a Hgs | BA | DS
[ Enable RIP
] DNS Server IP Address
E{Iue Mglde . 4 Primary IP Address 8.8.8.3
Enable Bridge Mode
g Secondary IP &ddress  [3.8.4.4
*: Reqguired for some ISPs
[ ok ] [ cancel |

Available settings are explained as follows:

ltem

Description

Enable/Disable

Click Enable for activating this function. If you click
Disable, this function will be closed and all the settings that
you adjusted in this page will be invalid.

Modem Setting (for

It is not necessary to configure settings in these fields for

ADSL only) modem settings are prepared for ADSL only.
WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through ARP Detect or Ping

Detect.

Mode — Choose ARP Detect, Ping Detect or Always On
for the system to execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you
have to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference.
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TTL value is set by telnet command.

MTU

It means Max Transmit Unit for packet.

RIP Protocol

Routing Information Protocol is abbreviated as RIP
(RFC1058) specifying how routers exchange routing
tables information. Click Enable RIP for activating this

function.

Bridge Mode

If you choose Bridged IP as the protocol, you can check
this box to invoke the function. The router will work as a
bridge modem.

WAN IP Network
Settings

This group allows you to obtain an IP address automatically
and allows you type in IP address manually.

WAN IP Alias - If you have multiple public IP addresses
and would like to utilize them on the WAN interface, please
use WAN IP Alias. You can set up to 32 public IP
addresses other than the current one you are using. Notice
that this setting is available for WANL only. Type the
additional WAN IP address and check the Enable box. Then
click OK to exit the dialog.

[ 192.168.1 Sidactvipalias htm ¥
WAN1 IP Alias ( Multi-NAT )
Index Enable Aux. WAN IP Join NAT IP Pool

i,
2. O 0.0.0.0
a. O 0.0.0.0
4, O 0.0.0.0
5. O 0.0.0.0
&. O 0.0.0.0
7. ¥ 0.0.0.0
8. O 0.0.0.0

<< 1-8 | 9-16 | 17-24 | 25-32 == Next ==

[ ok ] [clearan ] [ Close |

Obtain an IP address automatically — Click this button to
obtain the IP address automatically.

® Router Name — Type in the router name
provided by ISP.

® Domain Name — Type in the domain name that
you have assigned.

DHCP Client Identifier for some ISP

® Enable: Check the box to specify username and
password as the DHCP client identifier for some
ISP.

® Username: Type a name as username. The
maximum length of the user name you can set is
63 characters.

® Password: Type a password. The maximum
length of the password you can set is 62
characters.
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Specify an IP address — Click this radio button to specify
some data.

® |P Address — Type in the private IP address.

®  Subnet Mask — Type in the subnet mask.

® Gateway IP Address — Type in gateway IP
address.

Default MAC Address — Type in MAC address for the
router. You can use Default MAC Address or specify
another MAC address for your necessity.

Specify a MAC Address — Type in the MAC address for
the router manually.

DNS Server IP Address Type in the primary IP address for the router. If necessary,
type in secondary IP address for necessity in the future.

After finishing all the settings here, please click OK to activate them.

Details Page for PPPoE/PPPoA in WAN1 (Physical Mode: ADSL)

WAN >> Internet Access

WAN 1
PPPoE /| PPPoA MPoA / Static or Dynamic IP IPvi
O Enable @ Disable ISP Access Setup
Service Name
Modem Settings (for ADSL only) (Optional) *
MUIE-PVC Channel 1 w | |Username
channel
WP g Password
Wil 25 DSeparate Account for ADSL
Encapsulating VO MUY v PPP Authentication | PAP or CHAP
;FD: | SEron Idle Timeout -1 second(s)
rotoco 0h W
IP Address From ISP [ \WaRr IP Alias
Modulation Multirmode w ) .
Fized IP O vas & Mo (Dynarmic IP)
PPPoE Pass-through Fixed IP Address
O] For wired LaM
. & pefault Mac Address
L] For wireless Lak .
O Specify a MAC Address
WAN Connection Detection MAC Address: |00 | 1D a4 E85 | [BA| D5
Mode ARPF Detect _
Index{1-15) in Schedule Setup:
MTU 1482 | (Max:1492) == : : :

*: Required far saome [SPs

[ ok | [cancel |

Available settings are explained as follows:

Item Description

Enable/Disable Click Enable for activating this function. If you click
Disable, this function will be closed and all the settings that
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you adjusted in this page will be invalid.

Modem Settings Set up the DSL parameters required by your ISP. These
(for ADSL only) settings configured here are specified for ADSL only.

Multi-PVC channel - The selections displayed here are
determined by the page of Internet Access >> Multi

PVCs. Select M-PVCs Channel means no selection will be
chosen.

VPI - Type in the value provided by ISP.
VCI - Type in the value provided by ISP.

Encapsulating Type - Drop down the list to choose the
type provided by ISP.

Protocol - Drop down the list to choose the one (PPPOE or
PPPoA) provided by ISP.

If you have already used Quick Start Wizard to set the
protocol, then it is not necessary for you to change any
settings in this group.

Modulation —Default setting is Multimode. Choose the one
that fits the requirement of your router.

Modulation Multimode A

T1.413

5. Lite

. 0OMT
ADSL2(G.992.3)
ADSL2 annex M
ADSL2+(G 992 5)
ADSLE+ annex W

Multirnode

PPPoOE Pass-through The router offers PPPoE dial-up connection. Besides, you
also can establish the PPPoE connection directly from local
clients to your ISP via the Vigor router. When PPPoA
protocol is selected, the PPPoE package transmitted by PC
will be transformed into PPPoA package and sent to WAN
server. Thus, the PC can access Internet through such
direction.

For Wired LAN - If you check this box, PCs on the same
network can use another set of PPPoE session (different
with the Host PC) to access into Internet.

For Wireless LAN - It is available for n model. If you
check this box, PCs on the same wireless network can use
another set of PPPoE session (different with the Host PC) to
access into Internet.

Note: To have PPPoA Pass-through, please choose PPPoA
protocol and check the box(es) here. The router will behave
like a modem which only serves the PPPoE client on the
LAN. That’s, the router will offer PPPoA dial-up

connection.
WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through ARP Detect or Ping
Detect.

Mode — Choose ARP Detect or Ping Detect for the system
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to execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you
have to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference.
TTL value is set by telnet command.

MTU It means Max Transmit Unit for packet.
RIP Protocol Routing Information Protocol is abbreviated as RIP
(RFC1058) specifying how routers exchange routing
tables information. Click Enable RIP for activating this
function.
ISP Access Setup Enter your allocated username, password and authentication

parameters according to the information provided by your
ISP.

Username — Type in the username provided by ISP in this
field.

Password — Type in the password provided by ISP in this
field.

Separate Account for ADSL - In default, WAN1 supports
VDSL2/ADSL and uses the same PPPoE account and
password for connection. If required, you can configure
another account and password for ADSL connection by
checking this box. If it is checked, the system will ask you
to type another group of account and password additionally.

PPP Authentication — Select PAP only or PAP or CHAP
for PPP.

Idle Timeout — Set the timeout for breaking down the
Internet after passing through the time without any action.

IP Address From ISP

Usually ISP dynamically assigns IP address to you each
time you connect to it and request. In some case, your ISP
provides service to always assign you the same IP address
whenever you request. In this case, you can fill in this IP
address in the Fixed IP field. Please contact your ISP before
you want to use this function.

WAN IP Alias - If you have multiple public IP addresses
and would like to utilize them on the WAN interface, please
use WAN IP Alias. You can set up to 8 public IP addresses
other than the current one you are using.

Vigor2860 Series User's Guide

94



'cr WANILIP Alias - NS

[ 172.16 31432880/ nefwipalias him ¥

WANT1 IP Alias ( Multi-NAT )
Index Enable Aux. WAN IP Join NAT IP Pool

1.

2. 0.0.0.0

3 0.0.0.0

*

0.0.0.0

0.0.0.0

0.0.0.0

=

0.0.0.0

0.0.0.0

@

‘3DDDDDDD

P
I
=

| 1724 | 2532 == Next ==

[ ok | [clearan | [ Close |

Fixed IP — Click Yes to use this function and type in a
fixed IP address in the box of Fixed IP Address.

Default MAC Address — You can use Default MAC
Address or specify another MAC address by typing on the
boxes of MAC Address for the router.

Specify a MAC Address — Type the MAC address for the
router manually.

Index (1-15) in Schedule Setup - You can type in four sets
of time schedule for your request. All the schedules can be
set previously in Applications >> Schedule web page and
you can use the number that you have set in that web page.

After finishing all the settings here, please click OK to activate them.

Details Page for MPoA/Static or Dynamic IP in WAN1 (Physical Mode:
ADSL)

MPoA is a specification that enables ATM services to be integrated with existing LANS,
which use either Ethernet, token-ring or TCP/IP protocols. The goal of MPoA is to allow
different LANSs to send packets to each other via an ATM backbone.

To use MPoA/Static or Dynamic IP as the accessing protocol of the Internet, select MPoA
/Static or Dynamic IP from the WAN>>Internet Access >>WAN1 page. The following web
page will appear.
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WAN >> Internet Access

WAN 1

PPPoE / PPPoA MPoA / Static or Dynamic IP IPvG

O Enable @ Disable WAN IP Network Settings [WAN [P Alias
Modem Settings (for ADSL only) CR}OIJJ-EtamNan IP address aut\tj.matlcally .
Multi-PvC channel Channel 2 A o elr ame 18or .
Encapsulation Damain Name
1483 Elridged P LLC " I:‘ DHCP Client ldentifier *
WPl a Usermame
vl 08 Passwiord
Modulation Multirmode v © Specify an IP address
IP Address
WAN Connection Detection Subnet Mask
Mode ARP Detect w Gateway IP Address
MTU 1500 | (Max:1500) & Default MAC Address
O Specify a MaC address
RIP Protocol MAC Address: 00 [ 1D | &4 &8s | Ba | DS
[ Enahble RIF
] DNS Server IP Address
BE‘(IUP' Mljl{le ” i Primary IP Address B.8.8.8
Enable Bridge Mode
9 Secondary IP address  |8.8.4.4

*: Required for some ISPs

[ ok ] [ cancel |

Available settings are explained as follows:

Iltem

Description

Enable/Disable

Click Enable for activating this function. If you click
Disable, this function will be closed and all the settings that
you adjusted in this page will be invalid.

Modem Settings (for
ADSL only)

Set up the DSL parameters required by your ISP. These
settings configured here are specified for ADSL only.

Multi-PVC channel - The selections displayed here are
determined by the page of Internet Access >>Multi PVCs.
Select M-PVCs Channel means no selection will be
chosen.

Encapsulating - Drop down the list to choose the type
provided by ISP.

VPI - Type in the value provided by ISP.
VCI - Type in the value provided by ISP.

Modulation —Default setting is Multimode. Choose the one
that fits the requirement of your router.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping
Detect.

Mode — Choose ARP Detect or Ping Detect for the system
to execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you
have to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference.
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TTL value is set by telnet command.

MTU It means Max Transmit Unit for packet. The default setting
is 1492,
RIP Protocol Routing Information Protocol is abbreviated as RIP

(RFC1058) specifying how routers exchange routing
tables information. Click Enable RIP for activating this
function.

Bridge Mode If you choose Bridged IP as the protocol, you can check
this box to invoke the function. The router will work as a
bridge modem.

WAN IP Network This group allows you to obtain an IP address automatically
Settings and allows you type in IP address manually.
WAN IP Alias - If you have multiple public IP addresses
and would like to utilize them on the WAN interface, please
use WAN IP Alias. You can set up to 32 public IP
addresses other than the current one you are using. Notice
that this setting is available for WAN1 only. Type the
additional WAN IP address and check the Enable box. Then
click OK to exit the dialog.
e WANLIP Alies - HEHREE = [=[oO] x |
[ 172,16 314328600 oedwipaliss htm 4+
WAN1 IP Alias { Multi-NAT )
Index Enable Aux. WAN IP Join NAT IP Pool
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Obtain an IP address automatically — Click this button to
obtain the IP address automatically.

® Router Name — Type in the router name
provided by ISP.

® Domain Name — Type in the domain name that
you have assigned.
DHCP Client Identifier for some ISP -
® Enable: Check the box to specify username and

password as the DHCP client identifier for some
ISP.
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® Username: Type a name as username. The
maximum length of the user name you can set is
63 characters.

® Password: Type a password. The maximum
length of the password you can set is 62
characters.

Specify an IP address — Click this radio button to specify
some data.

® |P Address — Type in the private IP address.

®  Subnet Mask — Type in the subnet mask.

® Gateway IP Address — Type in gateway IP
address.

Default MAC Address — Type in MAC address for the
router. You can use Default MAC Address or specify
another MAC address for your necessity.

Specify a MAC Address — Type in the MAC address for
the router manually.

DNS Server IP Address Type in the primary IP address for the router. If necessary,
type in secondary IP address for necessity in the future.

After finishing all the settings here, please click OK to activate them.

Details Page for PPPoE in WAN2

To choose PPPOE as the accessing protocol of the Internet, please select PPPoE from the
WAN>>Internet Access >>WANZ2 page. The following web page will be shown.

WAN >> Internet Access

WAN 2
PPPoE Static or Dynamic IP PPTPLZTP IPvi
) Enahble @ Disable PPPMP Setup
FPP futhentication PAP or CHAP +
ISP Access Setup )
Servies N IO cional Idle Timeout L secandis)
ervice Name (Optional) IP Address Assignment Method {IPCP)
Username WAN IP Alias
Password Fized IP: O ves & Mo (Dynamic IP)
Index(1-15) in Schedule Setup: Fixed IP Address
=} Ll J J
) ) & Default MAC Address
WAN Connection Detection O specify a MAC Address
Mode ARP Detect » Mac address: oo | D | s EHes | BA | DR
MTU 1492 | (Max:1492)

[ ok ] [ cancel |

Available settings are explained as follows:

Item Description

Enable/Disable Click Enable for activating this function. If you click
Disable, this function will be closed and all the settings that
you adjusted in this page will be invalid.
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ISP Access Setup Enter your allocated username, password and authentication
parameters according to the information provided by your
ISP.

Service Name (Optional) - Enter the description of the
specific network service.

Username — Type in the username provided by ISP in this
field.

The maximum length of the user name you can set is 63
characters.

Password — Type in the password provided by ISP in this
field.

The maximum length of the password you can set is 62
characters.

Index (1-15) in Schedule Setup - You can type in four sets
of time schedule for your request. All the schedules can be
set previously in Application >> Schedule web page and
you can use the number that you have set in that web page.

WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through ARP Detect or Ping
Detect.

Mode — Choose ARP Detect or Ping Detect for the system
to execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you
have to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference.
TTL value is set by telnet command.

MTU It means Max Transmit Unit for packet.
PPP/MP Setup PPP Authentication — Select PAP only or PAP or CHAP
for PPP.

Idle Timeout — Set the timeout for breaking down the
Internet after passing through the time without any action.

IP Address Assignment Usually ISP dynamically assigns IP address to you each
Method (IPCP) time you connect to it and request. In some case, your ISP
provides service to always assign you the same IP address
whenever you request. In this case, you can fill in this IP
address in the Fixed IP field. Please contact your ISP before
you want to use this function.

WAN IP Alias - If you have multiple public IP addresses
and would like to utilize them on the WAN interface, please
use WAN IP Alias. You can set up to 32 public IP
addresses other than the current one you are using. Type the
additional WAN IP address and check the Enable box. Then
click OK to exit the dialog.

Fixed IP - Click Yes to use this function and type in a
fixed IP address in the box of Fixed IP Address.

Default MAC Address — You can use Default MAC
Address or specify another MAC address by typing on the
boxes of MAC Address for the router.

Specify a MAC Address — Type the MAC address for the
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router manually.

After finishing all the settings here, please click OK to activate them.

Details Page for Static or Dynamic IP in WAN2

For static IP mode, you usually receive a fixed public IP address or a public subnet, namely
multiple public IP addresses from your DSL or Cable ISP service providers. In most cases, a
Cable service provider will offer a fixed public IP, while a DSL service provider will offer a
public subnet. If you have a public subnet, you could assign an IP address or many IP address
to the WAN interface.

To use Static or Dynamic IP as the accessing protocol of the internet, please click the Static
or Dynamic IP tab. The following web page will be shown.

WAN >> Internet Access

WAN 2
PPPoE Static or Dynamic IP PPTPL2TP IPvG
( Enahle @ Disable WAN IP Network Settings [ Wal [P Alias
Keep WAN Connection ) Obtain an IP address automatically .

. Rauter Name
[ Enable PING to keep alive

PIMG to the IP Domain Name

] DHCP Client Identifier *

PING Interval 0 minutels)
Username

WAN Connection Detection Password

Mode ARF Detect (& Specify an IP address

IP Address

MTU 1500 (Max:1500) cubnet Mask

RIP Protocol Gateway IP Address

[ Enable RIP

® Default MAC Address
O Specify a MAC Address
MAC Address: 00 [-[D | e 8s | BA | DE

DNS Server IP Address
Primary IP Address 5.8.8.8
Secondary IP Address  8.8.4.4

*: Required for some ISPs

[ ok ] [ cancel |

Available settings are explained as follows:

Item Description

Enable / Disable Click Enable for activating this function. If you click
Disable, this function will be closed and all the settings that
you adjusted in this page will be invalid.

Keep WAN Connection Normally, this function is designed for Dynamic IP
environments because some ISPs will drop connections if
there is no traffic within certain periods of time. Check
Enable PING to keep alive box to activate this function.

PING to the IP - If you enable the PING function, please
specify the IP address for the system to PING it for keeping
alive.

PING Interval - Enter the interval for the system to
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execute the PING operation.

WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through ARP Detect or Ping
Detect.

Mode — Choose ARP Detect or Ping Detect for the system
to execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you
have to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference.
TTL value is set by telnet command.

MTU It means Max Transmit Unit for packet.

RIP Protocol Routing Information Protocol is abbreviated as RIP
(RFC1058) specifying how routers exchange routing
tables information. Click Enable RIP for activating this

function.
WAN IP Network This group allows you to obtain an IP address automatically
Settings and allows you type in IP address manually.

WAN IP Alias - If you have multiple public IP addresses
and would like to utilize them on the WAN interface, please
use WAN IP Alias. You can set up to 32 public IP
addresses other than the current one you are using.

Obtain an IP address automatically — Click this button to
obtain the IP address automatically if you want to use
Dynamic IP mode.

® Router Name: Type in the router name provided
by ISP.

® Domain Name: Type in the domain name that
you have assigned.

DHCP Client Identifier for some ISP
® Enable: Check the box to specify username and

password as the DHCP client identifier for some
ISP.

® Username: Type a name as username. The
maximum length of the user name you can set is
63 characters.

® Password: Type a password. The maximum
length of the password you can set is 62
characters.

Specify an IP address — Click this radio button to specify
some data if you want to use Static IP mode.

® |P Address: Type the IP address.
®  Subnet Mask: Type the subnet mask.

® Gateway IP Address: Type the gateway IP
address.
Default MAC Address: Click this radio button to use
default MAC address for the router.

Specify a MAC Address: Some Cable service providers
specify a specific MAC address for access authentication.
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In such cases you need to click the Specify a MAC
Address and enter the MAC address in the MAC Address
field.

DNS Server IP Address Type in the primary IP address for the router if you want to
use Static IP mode. If necessary, type in secondary IP
address for necessity in the future.

After finishing all the settings here, please click OK to activate them.

Details Page for PPTP/L2TP in WAN2

To use PPTP/L2TP as the accessing protocol of the internet, please click the PPTP/L2TP tab.
The following web page will be shown.

WAN == Internet Access

WAN 2
PPPoE Static or Dynamic IP PPTPLZTP IPvG
(JEnable PPTP  (OEnahle L2TP & Disahle |PPP Setup
Server Address PPP authentication PAP or CHAP »
Specify Gateway IP Address Idle Timeout L1 second(s)
IP Address Assignment Method (IPCP)
Wik [P Alias

ISP Access Setup Fixed IP: O Yes & Mo (Dynamic IP)

Username Fized IP Address
Passward WAN IP Network Settings
Index(1-15) in Schedule Setup: ) Obtain an IP address automatically
= ; : : & Specify an IP address
IP Address
MTU 1460 | (Max:1460)

Subnet Mask

[ ok | [ cancel |

Available settings are explained as follows:

Item Description

PPTP/L2TP Enable PPTP- Click this radio button to enable a PPTP
client to establish a tunnel to a DSL modem on the WAN
interface.

Enable L2TP - Click this radio button to enable a L2TP
client to establish a tunnel to a DSL modem on the WAN
interface.

Disable — Click this radio button to close the connection
through PPTP or L2TP.

Server Address - Specify the IP address of the PPTP/L2TP
server if you enable PPTP/L2TP client mode.

Specify Gateway IP Address — Specify the gateway IP
address for DHCP server.

ISP Access Setup Username -Type in the username provided by ISP in this
field. The maximum length of the user name you can set is
63 characters.

Password -Type in the password provided by ISP in this
field. The maximum length of the password you can set is
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62 characters.

Index (1-15) in Schedule Setup - You can type in four sets
of time schedule for your request. All the schedules can be
set previously in Application >> Schedule web page and
you can use the number that you have set in that web page.

MTU It means Max Transmit Unit for packet.
PPP Setup PPP Authentication - Select PAP only or PAP or CHAP
for PPP.

Idle Timeout - Set the timeout for breaking down the
Internet after passing through the time without any action.

IP Address Assignment WAN IP Alias - If you have multiple public IP addresses
Method(IPCP) and would like to utilize them on the WAN interface, please
use WAN IP Alias. You can set up to 32 public IP
addresses other than the current one you are using.

Fixed IP - Usually ISP dynamically assigns IP address to
you each time you connect to it and request. In some case,
your ISP provides service to always assign you the same IP
address whenever you request. In this case, you can fill in
this IP address in the Fixed IP field. Please contact your ISP
before you want to use this function. Click Yes to use this
function and type in a fixed IP address in the box.

Fixed IP Address -Type a fixed IP address.

WAN IP Network Obtain an IP address automatically — Click this button to
Settings obtain the IP address automatically.
Specify an IP address — Click this radio button to specify
some data.

® |P Address — Type the IP address.
®  Subnet Mask — Type the subnet mask.

After finishing all the settings here, please click OK to activate them.
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Details Page for 3G/4G USB Modem (PPP mode) in WAN3/WAN4

To use 3G/4G USB Modem (PPP mode) as the accessing protocol of the internet, please
choose Internet Access from WAN menu. Then, select 3G/4G USB Modem (PPP mode) for
WANS. The following web page will be shown.

WAN == Internet Access -.‘_'
WAN 3 | Modem Support List |
3G/4G USB Modem(PPP mode) (# Enahle ) Disable

SIM PIN code

ATEFEDVTT&D2ECT130=0

Modern Initial Strin
& (Default: ATRFEOV 14 18028.C150=0)

2PN Mame Apply
Modem Initial String?2 AT
Modem Dial String ATDT*992

(Default:ATDT* 994, COMAATDTH#TZZ, TD-
SCOMAATOT*O8* 14)

Service Mame (Optional)
FPP Username (Optional)
PPP Password (Optional)
PPP Authentication PAP ar CHAP »

Index(1-15) in Schedule Setup:
=:} L L L

WAN Connection Detection
Mode ARP Detact v

ARF Detect

ok LHngDetect | —hoenn

Available settings are explained as follows:

Item Description

Modem Support List It lists all of the modems supported by such router.

3G /4G USB Modem (PPP | Click Enable for activating this function. If you click
mode) Disable, this function will be closed and all the settings that
you adjusted in this page will be invalid.

SIM PIN code Type PIN code of the SIM card that will be used to access
Internet.

The maximum length of the PIN code you can set is 15
characters.

Modem Initial String Such value is used to initialize USB modem. Please use the
default value. If you have any question, please contact to
your ISP.

The maximum length of the string you can set is 47
characters.

Vigor2860 Series User's Guide 104



APN Name

APN means Access Point Name which is provided and
required by some ISPs. Type the name and click Apply.

The maximum length of the name you can set is 43
characters.

Modem Initial String2

The initial string 1 is shared with APN.

In some cases, user may need another initial AT command
to restrict 3G band or do any special settings.

The maximum length of the string you can set is 47
characters.

Modem Dial String

Such value is used to dial through USB mode. Please use
the default value. If you have any question, please contact
to your ISP.

The maximum length of the string you can set is 31
characters.

Service Name

Enter the description of the specific network service.

PPP Username

Type the PPP username (optional). The maximum length of
the name you can set is 63 characters.

PPP Password

Type the PPP password (optional). The maximum length of
the password you can set is 62 characters.

PPP Authentication

Select PAP only or PAP or CHAP for PPP.

Index (1-15) in Schedule
Setup

You can type in four sets of time schedule for your request.
All the schedules can be set previously in Application >>
Schedule web page and you can use the number that you
have set in that web page

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping
Detect.

Mode — Choose ARP Detect or Ping Detect for the system
to execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you
have to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference.
TTL value is set by telnet command.

After finishing all the settings here, please click OK to activate them.
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Details Page for 3G/4G USB Modem (DHCP mode) in WAN3/WAN4

To use 3G/4G USB Modem (DHCP mode) as the accessing protocol of the internet, please
choose Internet Access from WAN menu. Then, select 3G/4G USB Modem (DHCP mode)
for WAN3/WAN4. The following web page will be shown.

WAN == Iinternet Access

WAN 3

o

| Modem Support List |

3G/4G USB Modem{DHCP mode)
SIM PIN code

Metwork Mode

APM Mame

MTU

LTE software version
LTE hardware version

WAN Connection Detection
Mode

® Enable CODisable

433325 |v| (Default:45/3G/2G)

]

3G Only -EIU|t!l3E|:|)
206 Only

ARF Detect »

Note: Please note that in some case USB port connection will be terminated temporarily to activate

the new configuration.

[ ok ] [ cancel |

Available settings are explained as follows:

ltem

Description

Modem Support List

It lists all of the modems supported by such router.

3G/4G USB Modem
(DHCP mode)

Click Enable for activating this function. If you click
Disable, this function will be closed and all the settings that
you adjusted in this page will be invalid.

SIM PIN code

Type PIN code of the SIM card that will be used to access
Internet.

The maximum length of the PIN code you can set is 19
characters.

Network Mode

Force Vigor router to connect Internet with the mode
specified here. If you choose 4G/3G/2G as network mode,
the router will choose a suitable one according to the actual
wireless signal automatically.

APN Name APN means Access Point Name which is provided and
required by some ISPs. Type the name and click Apply.
The maximum length of the name you can set is 47
characters.

MTU It means Max Transmit Unit for packet.
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WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through ARP Detect or Ping
Detect.

Mode — Choose ARP Detect or Ping Detect for the system
to execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you
have to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference.
TTL value is set by telnet command.

After finishing all the settings here, please click OK to activate them.

Details Page for IPv6 — Offline in WAN1/WAN2/WAN3/WAN4
When Offline is selected, the IPv6 connection will be disabled.

WAHN == Internet Access

VAN 1
PPPoE Static or Dynamic IP PPTP IPv6
Internet Access lMode
Connection Type Offline v
[ oK ] [ Cancel ]

Details Page for IPv6 — PPP in WAN1/WAN2

During the procedure of IPv4 PPPOE connection, we can get the IPv6 Link Local Address
between the gateway and Vigor router through IPv6CP. Later, use DHCPv6 or accept RA to
acquire the IPv6 prefix address (such as: 2001:B010:7300:200::/64) offered by the ISP. In

addition, PCs under LAN also can have the public IPv6 address for Internet access by means
of the generated prefix.

No need to type any other information for PPP mode.
WAN == Internet Access
WAN 1
PPPoE Static or Dynamic IP PPTP IPv6

Internet Access Mode

Connection Type FPF hd

Note : IPv4 WAN setting should be PPPoE client.

[ oK ] [ Cancel ]

Below shows an example for successful IPv6 connection based on PPP mode.
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Note: At present, the IPv6 prefix can be acquired via the PPPoE mode connection which
is available for the areas such as Taiwan (hinet), the Netherlands, Australia and UK.

Details Page for IPv6 — TSPC in WAN1/WAN2/WAN3/WAN4

Tunnel setup protocol client (TSPC) is an application which could help you to connect to IPv6
network easily.

Please make sure your IPv4 WAN connection is OK and apply one free account from hexago
(http://gogonet.gogo6.com/page/freenet6-account ) before you try to use TSPC for network
connection. TSPC would connect to tunnel broker and requests a tunnel according to the
specifications inside the configuration file. It gets a public IPv6 IP address and an IPv6 prefix
from the tunnel broker and then monitors the state of the tunnel in background.

After getting the IPv6 prefix and starting router advertisement daemon (RADVD), the PC
behind this router can directly connect to IPv6 the Internet.

WAN == Internet Access

WWAN 1
PPPoE Static or Dynamic IP PPTP IPvB

Internet Access Mode

Connection Type TSPC v

T5SPC Configuration

Username
Passwaord
Confirm Password

Tunnel Broker

[ oK ] [ Cancel

Available settings are explained as follows:
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ltem

Description

Username

Type the name obtained from the broker. It is suggested for
you to apply another username and password for
http://gogonet.gogo6.com/page/freenet6-account.

The maximum length of the name you can set is 63
characters.

Password

Type the password assigned with the user name.

The maximum length of the name you can set is 19
characters.

Confirm Password

Type the password again to make the confirmation.

Tunnel Broker

Type the address for the tunnel broker IP, FQDN or an
optional port number.

After finished the above settings, click OK to save the settings.

Details Page for IPv6 — AICCU in WAN1/WAN2/WAN3/WAN4

WAN == Internet Access

WAN 1
PPPoE / PPPoA

MPoA / Static or Dynamic IP IPvG

Connection Type

AICCU Configuration
[ Always On
Llsername

Password
Confirm Passward
Tunnel Broker
Subnet Prefix

Internet Access Mode

AlICCL -

tic.sins net

Note: If "Always On" is not enabled, AICCU connection would only retry three times.

[ ok ] [ cancel |

Available settings are explained as follows:

Item Description

Always On Check this box to keep the network connection always.

Username Type the name obtained from the broker. Please apply new
account at http://www.sixxs.net/. It is suggested for you to
apply another username and password.
The maximum length of the name you can set is 19
characters.

Password Type the password assigned with the user name.

The maximum length of the password you can set is 19
characters.

Confirm Password

Type the password again to make the confirmation.

109 Vigor2860 Series User's Guide



Tunnel Broker Type the address for the tunnel broker IP, FQDN or an
optional port number.

Subnet Prefix Type the subnet prefix address obtained from service
provider.

The maximum length of the prefix you can set is 128
characters.

After finished the above settings, click OK to save the settings.

Details Page for IPv6 — DHCPv6 Client in WAN1/WAN2
DHCPv6 client mode would use DHCPv6 protocol to obtain IPv6 address from server.

WAN == Internet Access

WAN 1
PPPoE Static or Dynamic IP EEE IPv6

Internet Access Mode

Connection Type DHCPvE Client +

DHCPvE Client Configuration
Identity Association @ prefix Delegation O Non-temporary Address
IAID (Identity Association 1D) 4230640032

[ oK ] [ Cancel

Available settings are explained as follows:

Item Description

Identify Association Choose Prefix Delegation or Non-temporary Address as
the identify association.

IAID Type a number as IAID.

After finished the above settings, click OK to save the settings.
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Details Page for IPv6 — Static IPv6 in WAN1/WAN2
This type allows you to setup static IPv6 address for WAN interface.

VAN == Internet Access

WARN 1
PPPoE Static or Dynamic IP PPTP IPv6

Internet Access Mode

Connection Type Static IPv6 v

Static IPv6 Address configuration
IPvH Address / Prefix Length

Current IPv6 Address Table

Index IPvé Rddress/Prefix Length Bcope

Static IPve Gateway configuration
IPv6 Gateway Address

[ oK l [ Cancel

Available settings are explained as follows:

Item Description
Static IPv6 Address IPv6 Address — Type the IPv6 Static IP Address.
configuration Prefix Length — Type the fixed value for prefix length.

Add - Click it to add a new entry.
Delete — Click it to remove an existed entry.

Current IPv6 Address Display current interface IPv6 address.

Table

Static IPv6 Gateway IPv6 Gateway Address - Type your IPv6 gateway address
Configuration here.

After finished the above settings, click OK to save the settings.

111 Vigor2860 Series User's Guide



Details Page for IPv6 — 6in4 Static Tunnel in WAN1/WAN2
This type allows you to setup 6in4 Static Tunnel for WAN interface.
Such mode allows the router to access IPv6 network through IPv4 network.

However, 6in4 offers a prefix outside of 2002::0/16. So, you can use a fixed endpoint rather
than anycast endpoint. The mode has more reliability.

WAHN == Internet Access ﬂ

WWAN 1
PPPoE Static or Dynamic IP PPTP/L2TP IPv6

Internet Access Mode
Connection Type Gind Static Tunnel ¥

6ind Static Tunnel
Remote Endpoint IPv4 Address

6in4 IPv& Address /|64 (default:64)
LAN Routed Prefix /|64 (default:64)
Tunnel TTL 255 (default:255)

0K ] [ Cancel

Available settings are explained as follows:

Item Description

Remote Endpoint IPv4 Type the static IPv4 address for the remote server.
Address

6in4 IPv6 Address Type the static IPv6 address for IPv4 tunnel with the value

for prefix length.

LAN Routed Prefix Type the static IPv6 address for LAN routing with the value
for prefix length.

Tunnel TTL Type the number for the data lifetime in tunnel.

After finished the above settings, click OK to save the settings.
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Below shows an example for successful IPv6 connection based on 6in4 Static Tunnel mode.

Online Status

Physical Connection
IPvd

System Uptime: Oday 0:4:16

LAN Status
IP Address

2001:4DD0:FF00:83E4:21D:AAFF:FE83:11B4/64 (Global)
FEB0::21D:AAFF:FE83:11B4/64 (Link)

FES80::C0A8:651D/128 (Link)
TX Packets RX Packets
3 26

TX Packets RX Packets TX Bytes RX Bytes

14 80 1244 6815
WAN1 IPvé Status

Enable Mode Up Time

Yes 6ind Static Tunnel  0:04:07

IP Gateway IP

2001:4DD0:FF10:83E4::2131/64 (Global) =

TX Bytes RX Bytes
211 2302

Details Page for IPv6 — 6rd in WAN1/WAN2
This type allows you to setup 6rd for WAN interface.

WAN 1

PPPoE Static or Dynamic IP PPTP/L2TP IPv6

Internet Access Mode

Connection Type

6rd Settings
6rd Mode

Static 6rd Settings
IPv4 Border Relay:

IPv4 Mask Length:
6rd Prefix:
6rd Prefix Length:

érd [~]

@ Auto 6rd @ Static 6rd

192.168.101.111
0

2001:E41::

32

[ OK ] [ Cancel

Available settings are explained as follows:

ltem

Description

6rd Mode

Auto 6rd — Retrieve 6rd prefix automatically from 6rd
service provider. The IPv4 WAN must be set as "DHCP".

Static 6rd - Set 6rd options manually.

IPv4 Border Relay

Type the IPv4 addresses of the 6rd Border Relay for a given
6rd domain.

IPv4 Mask Length

Type a number of high-order bits that are identical across
all CE IPv4 addresses within a given 6rd domain.

It may be any value between 0 and 32.
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6rd Prefix Type the 6rd IPv6 address.

6rd Prefix Length Type the IPv6 prefix length for the 6rd IPv6 prefix in

number of bits.

After finished the above settings, click OK to save the settings.

Below shows an example for successful IPv6 connection based on 6rd mode.

Online Status

Physical Connectien

System Uptime: Oday 0:8:15

IPv4 IPv6

LAN Status

IP Address

2001:E41:A865:1D00:21D:AAFF:FE83:11B4/64 (Global)

FE80::21D:AAFF:FE83:11B4/64 (Link)

TX Packets RX Packets TX Bytes RX Bytes

15 113 1354 18040
WAN1 IPv6 Status

Enable Mode Up Time

Yes ord 0:09:06

IP Gateway IP

2001:E41:A865:1D01:21D:AAFF:FE83:11B5/128 E=s
(Global)

FE80::C0A8:651D/128 (Link)

TX Packets RX Packets TX Bytes RX Bytes

13 29 967 2620
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3.1.4 Multi-PVC/VLAN
This router allows you to create multi-PVC for different data transferring for using. Simply go
toWAN and select Multi-PVC/VLAN page.
General

The system allows you to set up to eight channels which are ready for choosing as the first
PVC line that will be used as multi-PVC.

WAN >> Multi-PYCALAN

Multi- PVCALAN

General Advanced

Channel Enahle WAN Type YPINVCI VLAN Tag Port-based Bridye

1 Yes &DSL 0433 MNone

2 Yes Ethernet(\Wanz2) MNone

5 WaNS  No A05L 1/45 MNone Enahle P1 P2 P2 P4 PS PA
6. WaANG Mo ADSL 1/46  HNone Enable = P1l P2 P23 /P4 PS5 PG
. WANT Mo ADSL 1/47  MNone Enable P1 P2 P3 P4 PS5 P&
8. Mo ADSL 1/48  None Enable | [P1 |P2[ (P3| 'P4| PS5 PA
9 Mo ADSL 0/o Mone Enable  P1i P2 P3 P4 PS5 PA
10. Mo ADSL oo MNone Enahle P1 P2 P2 P4 P3| PB
Note:

Channel 3 and channel 4 are reserved for LUSE WARN,

[ ok ] [ cancel |

Available settings are explained as follows:

Item Description

Channel Display the number of each channel.

Channels 1 and 2 are used by the Internet Access web user
interface and can not be configured here.

Channels 5 ~ 10 are configurable.

Enable Display whether the settings in this channel are enabled
(Yes) or not (No).

WAN Type Displays the physical medium that the channel will use.

VPI/VCI Display the value for VPI and VCI.

VLAN Tag Displays the VLAN tag value that will be used for the

packets traveling on this channel.

Port-based Bridge The network traffic flowing on each channel will be
identified by the system via their VLAN Tags. Channels
using the same WAN type may not configure the same
VLAN tag value.

Enable - Check this box to enable the port-based bridge
function on this channel.

P1 ~ P6 — Check the box(es) to build bridge connection on
LAN.

115 Vigor2860 Series User's Guide



Click any index (8~10) to get the following web page:

WAN >> Multi-PYCALAN »> Channel 8

Multi-PYC AMLAN Channel 8: & Enable O Disable
Wak Type ADEL b
General Settings ATM QoS
WPI 1 QoS Type UBR  w
WiCI 48 PCR ]
Protocol PPFoA » SCR 0
Encapsulation VCMUK e MBS ]
[Cadd wiaN Header
WLAMN Tag 1
Priority 0
Bridge mode
[Jenable
Physical Members
PL P2 [ P32 [ P4 [ PS5 | PE

[ ok ] [ cancel |

Available settings are explained as follows:

Item Description
Multi-VLAN Channel Enable — Click it to enable the configuration of this
8/9/10 channel.
Disable —Click it to disable the configuration of this
channel.
WAN Type The connections and interfaces created in every channel

may select a specific WAN type to be built upon. In the
Multi-PVC application, only the Ethernet WAN type is
available. The user will be able to select the physical WAN
interface the channel shall use here.

ADSL v
VDSL

Ethernet{\WANZ)

General Settings VPI - Type in the value provided by your ISP.
VCI - Type in the value provided by your ISP.
Protocol - Select a proper protocol for this channel.

Encapsulation - Choose a proper type for this channel. The
types will be different according to the protocol setting that
you choose.
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14533 Route IP LLC v

1483 Bridged IP LLC
1483 Route P LLC
1483 Bridged IP %C-hux

1483 Routed IP WC-Mux(IPoA)
LLC/SMAP 14583 Bridged IP(IPoE)

Add VLAN Header — Check the box to enable the
following two options.

VLAN Tag — Type the value as the VLAN ID number.
Valid settings are in the range from 1 to 4095. The network
traffic flowing on each channel will be identified by the
system via their VLAN Tags. Channels using the same
WAN type may not configure the same VLAN tag value.

Priority — Choose the number to determine the packet
priority for such VLAN. The range is from 0 to 7.

WEMUK

ATM Oo0S QoS Type - Select a proper QoS type for the channel.

Type the values for PCR, SCR and MBS respectively.

Bridge mode Enable — Click it to enable Bridge mode for such channel.

Physical Members — Group the physical ports by checking
the corresponding check box(es) for applying the bridge
connection.

After finished the above settings, click OK to save the settings.

WAN links for Channel 5, 6 and 7 are provided for router-borne application such as TR-069.
The settings must be applied and obtained from your ISP. For your special request, please
contact with your ISP and then click WAN link of Channel 5, 6 or 7 to configure your router.
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WAN >> Multi-PVCs >> Channel 5

Multi-PYC Channel 5: @ Enable O Disable

WaN Type ADSL A

General Settings ATM GoS
WPI 1 QoS Type UBR
WCI 45 PCR (]
Protocol PFPoA v SCR (]
Encapsulation WG MR v MBS 0

M add YLAN Header
WLaM Tag (]

Priority (]

Open Port-based Bridge Connection for this Channel

Physical Members

p1 Oez Opz Ope4 Oes Ces

Open WAN Interface for this Channel

WaN Application: | Management %

WaN Connection Detection

Mode

Ping IP

ARP Detect »

PPPoE/PPPoA Client
ISP Access Setup

ISP Mame
Username
Passwaord

PPP Authentication
Alwa\;s on

Fized IP Address

PAP or CHAP &

second(s)

Idle Timeout -1
IP Address From ISP
Figed IP O ves @ No (Dynamic IP)

MPoA (RFC1483/2684)
Obtain an IP address automatically
Router Mame “igar
Damain Mame
*: Required for some ISPs
Specify an IP address

IP address
Subnet Mask
Gateway IP Address

DNS Server IP Address

Primary IP Address 5.8.8.8

Secondary IP Address 53.8.4.4

[ 0K ] [ Cancel
Available settings are explained as follows:

Item Description

Multi-VLAN Channel Enable — Click it to enable the configuration of this

5/6/7 channel.
Disable —Click it to disable the configuration of this
channel.

WAN Type The connections and interfaces created in every channel

may select a specific WAN type to be built upon. In the
Multi-PVC application, only the Ethernet WAN type is
available. The user will be able to select the physical WAN
interface the channel shall use here.
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ADSL w
VDEL
Ethernat(\VWANZ)

General Settings VPI - Type in the value provided by your ISP.
VCI - Type in the value provided by your ISP.
Protocol - Select a proper protocol for this channel.

Encapsulation - Choose a proper type for this channel. The
types will be different according to the protocol setting that
you choose.

1483 Route IP LLC v
1453 Bridged IP LLC
1483 Route IP LLC
1483 Bridged IP WC-hux

1483 Routed IP WC-Mux(IPoA)
1483 Bridged IP(IPoE)

Add VLAN Header — Check the box to enable the
following two options.

VLAN Tag — Type the value as the VLAN ID number.
Valid settings are in the range from 1 to 4095. The network
traffic flowing on each channel will be identified by the
system via their VLAN Tags. Channels using the same
WAN type may not configure the same VLAN tag value.

Priority — Choose the number to determine the packet
priority for such VLAN. The range is from O to 7.

ATM Oo0S QoS Type - Select a proper QoS type for the channel.
Type the values for PCR, SCR and MBS respectively.

Open Port-based Bridge The settings here will create a bridge between the LAN
Connection for this ports selected and the WAN. The WAN interface of the
Channel bridge connection will be built upon the WAN type selected
using the VLAN tag configured.

Physical Members — Group the physical ports by checking
the corresponding check box(es) for applying the port-based
bridge connection.

Open WAN Interface for | Check the box to enable relating function.

this Channel WAN Application —

Management — It can be specified for general management
(Web configuration/telnet/TR069). If you choose

Management, the configuration for this VLAN will be
effective for Web configuration/telnet/ TR069.

IPTV - The IPTV configuration will allow the WAN
interface to send IGMP packets to IPTV servers.

WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through ARP Detect or Ping
Detect.

Mode — Choose ARP Detect or Ping Detect for the system
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to execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you
have to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference.
TTL value is set by telnet command.

PPPoE/PPPoA Client Enter your allocated username, password and authentication
parameters according to the information provided by your
ISP.

ISP Name — Type in the name of your ISP.

Username — Type in the username provided by ISP in this
field. The maximum length of the name you can set is 80
characters.

Password — Type in the password provided by ISP in this
field. The maximum length of the password you can set is
48 characters.

PPP Authentication — Select PAP only or PAP or CHAP
for PPP.

Always On — Check it to keep the network connection
always.

Idle Timeout — Set the timeout for breaking down the
Internet after passing through the time without any action.

Fixed IP - Click Yes to use this function and type in a
fixed IP address in the box of Fixed IP Address.

MPoA (RFC1483/2684) Obtain an IP address automatically — Click this button to
obtain the IP address automatically.

® Router Name — Type in the router name provided by
ISP.

® Domain Name — Type in the domain name that you
have assigned.

Specify an IP address — Click this radio button to specify
some data.

® |P Address — Type in the private IP address.
® Subnet Mask — Type in the subnet mask.
® Gateway IP Address — Type in gateway IP address.

DNS Server IP Address - Type in the primary IP address
for the router if you want to use Static IP mode. If
necessary, type in secondary IP address for necessity in the
future.

After finished the above settings, click OK to save the settings and return to previous page.

Advanced

Such configuration is applied to upstream packets. Such information will be provided by ISP.
Please contact with your ISP for detailed information.
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WAN => Multi-PYCALAN

Multi-PYCALAN

General Advanced
ATM QoS
Channel oS Type PCR SCR MBS PYC to PYC Binding
1. UBR  + 0 0 0
2, 0 0 0
5. 0 0 0
B. 0 0 0
7o 0 0 0
8. 0 0 0
9, 0 0 0
10, 0 0 0
Mote:

1. If the parameters in the ATM QoS settings are set to zero, then their default settings will be
used, Also, PCR{mMax)=ADSL Up Speed /53,8,

2. Multiple channels may use the same ADSL channel link through the PYC Binding configuration.
The PWC Binding configuration is only supported for channels using &05L, please make sure the
channel that you are binding to is using &ADSL as its WAN type, The binding will work only under
PPPoE and MPo4 1483 Bridge mode.

3. Channel 3 and channel 4 are reserved for USE WAN,

[ ok ] [ cancel |

Available settings are explained as follows:

Item Description

QoS Type Select a proper QoS type for the channel according to the
information that your ISP provides.

PCR It represents Peak Cell Rate. The default setting is “0”.

SCR It represents Sustainable Cell Rate. The value of SCR must
be smaller than PCR.

MBS It represents Maximum Burst Size. The range of the

value is 10 to 50.

PVC to PVC Binding

It allows the enabled PVC channel to use the same ADSL
connection settings of another PVC channel. Please choose
the PVC channel via the drop down list.

After finished the above settings, click OK to save the settings.
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3.1.5 WAN Budget

This function is used to determine the data traffic volume for each WAN interface respectively
to prevent from overcharges for data transmission by the ISP. Please note that the Quota Limit
and Billing cycle day of month settings will need to be configured correctly first in order for
some period calculations to be performed correctly.

General Setup

WAN == WAHN Budget

General Setup Monitor Page
Index Enable Quota When quota exceeded Time cycle Duration
YWAN1 3 oMB/OMB 0;/00/00 00:00~0/00/00 00:00
WANZ b oMe/aMB 0,/00,/00 00:00~0/00/00 00:00
VWANI 3 oMe,OMB 0/00/00 00:00~0/00/00 00:00
VAN 4 OMBfOMBE 000,00 00:00~0/00/00 00:00
Note: 1. The budget traffic information provided here is for reference only, please consult your ISP for the

2.

actual traffic usage and charges.
When hardware acceleration function is used, the monitored WaN traffic of Ethernet Wan
interfaces may be slightly inaccurate,

Click WAN1/WAN2/WAN3/WANA4 link to open the following web page.

WAN >> WAN Budget
WAN 1
[] Enable
Criterion and Action
Quota Limit: ] MB
When quota exceeded [Jshutdown WaN interface
[Jsend Mail alert to Administratar
[Jsend 5MS messages to Administrator
Monthly User Defined
Select the day of a month when your {cellular) data resets.
Billing cycle starts from the | 1w [th day [ 00:00 »

Note: 1. Please make sure the Time and Date of the router is configured,
2, &fter clicking OK, the counter used in WaN Budget for this WaM interface will be reset,

[ ok ] [ cancel |

Available settings are explained as follows:

Item Description

Enable Check the box to enable such function.

Quota Limit Type the data traffic quota allowed for such WAN
interface. There are two unit (MB and GB) offered for you
to specify.

When quota exceeded Check the box(es) as the condition(s) for the system to

perform when the traffic has exceeded the budget limit.

Shutdown WAN interface — All the outgoing traffic
through such WAN interface will be terminated.

Send Mail Alert to Administrator — The system will send
out a warning message to the administrator when the guota
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is running out. However, the connection charges will be
calculated continuously.

Send SMS messages to Administrator - The system will
send out SMS message to the administrator when the quota
iS running out.

Monthly

Some ISP might apply for the network limitation based on
the traffic limit per month. This setting is to offer a
mechanism of resetting the traffic record every month.

Monthly User Defined

Select the day of a month when your (cellular) data resets,
Billing cycle starts from the |1 s [th day | 00:00

Billing cycle starts from ... — The period of billing cycle is
about one month. You can determine the starting day of one
month as billing cycle.

User Defined

Some ISP might apply for the network limitation based on
the traffic limit per month. This setting allows the user to
define the billing cycle according to his request.

The WAN budget will be reset with an interval of billing
cycle.

User Defined — Monthly is default setting. If long period or
a short period is required, use User Defined. The period of
billing cycle is between 1 day and 60 days. You can
determine the cycle duration by specifying the days and the
hours. In addition, you can specify which day of current day
in a cycle.

Monthly User Defined

Select the day of Mumber of days to reset your(cellular) data
Billing cycle: |1 | days and |0 » | hours

Current day in cycle: [1 s

® Billing cycle: Specify the days to reset the traffic record.
For example, 7 means the whole cycle is 7 days; 20
means the whole cycle is 20 days. When the time is up,
the router will reset the traffic record automatically.

® Current day in cycle — Specify the day in the billing
cycle as the starting point which Vigor router will reset
the traffic record. For example, 3 means the third day of
the billing cycle.
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Monitor Page
The monitor page displays the status WAN budget, including the duration and the usage.

WAN >> WAN Budget

General Setup Monitor Page

Refraesh Min(s) |1 » | Refresh |

Interface: WaM2 Duration: [2014/07/19 11:00~201 4/08/07 11:00

1000Me

If the WAN budget is exhausted, a lock will be displayed on the page if Shutdown WAN
interface is selected. Which means no data transmission will be carried out. Moreover, the
system will send out a warning message to the administrator if Send Mail Alert to
Administrator is selected. Or, the system will send out SMS message to the administrator if

Send SMS messages to Administrator is selected.

WAN == WAN Budget

General Setup

Monitor Page

Refresh Min(s) ;|1 »

Duration: [2014/07/19 11:00~2014/08/07 11:00 |

| Refresh |

Interface:; WakN2

2500MB
SMB
250%

™

[ 1 ]

1oaoMe
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3.2 LAN

Local Area Network (LAN) is a group of subnets regulated and ruled by router. The design of
network structure is related to what type of public IP addresses coming from your ISP.

LAN

3.2.1 Basics of LAN

The most generic function of Vigor router is NAT. It creates a private subnet of your own. As
mentioned previously, the router will talk to other public hosts on the Internet by using public
IP address and talking to local hosts by using its private IP address. What NAT does is to
translate the packets from public IP address to private IP address to forward the right packets
to the right host and vice versa. Besides, Vigor router has a built-in DHCP server that assigns
private IP address to each local host. See the following diagram for a briefly understanding.

Internet

DHCP Server

Public IP Address

Private Subnet
Router IP Address:192.168.1.1

s s B D

192.168.1.10 192.168.1.11 192.168.1.12 192.168.1.13

In some special case, you may have a public IP subnet from your ISP such as
220.135.240.0/24. This means that you can set up a public subnet or call second subnet that
each host is equipped with a public IP address. As a part of the public subnet, the Vigor router
will serve for IP routing to help hosts in the public subnet to communicate with other public
hosts or servers outside. Therefore, the router should be set as the gateway for public hosts.
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Internet

Public IP Address: m

220.135.240.207

Private Subnet

Router IP Address:192.168.1.1 Public Subnet

ety "o

192.168.1.22 192.168.1.11 220.135.240.210 220.135.240.209

What is Routing Information Protocol (RIP)

Vigor router will exchange routing information with neighboring routers using the RIP to
accomplish IP routing. This allows users to change the information of the router such as IP
address and the routers will automatically inform for each other.

What is Static Route

When you have several subnets in your LAN, sometimes a more effective and quicker way for
connection is the Static routes function rather than other method. You may simply set rules to
forward data from one specified subnet to another specified subnet without the presence of
RIP.

What are Virtual LANs and Rate Control

You can group local hosts by physical ports and create up to 8 virtual LANs. To manage the
communication between different groups, please set up rules in Virtual LAN (VLAN) function
and the rate of each.

Internet
P1 P2 P3 P4
- o R i -
=l LT T T T T T

192.168.1.11 192.168.1.10 192.168.1.13 192.168.1.12
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3.2.2 General Setup

This page provides you the general settings for LAN. Click LAN to open the LAN settings
page and choose General Setup.

There are six subnets provided by the router which allow users to divide groups into different
subnets (LAN1 — LANG). In addition, different subnets can link for each other by configuring
Inter-LAN Routing. At present, LAN1 setting is fixed with NAT mode only. LAN2 — LANG
can be operated under NAT or Route mode. IP Routed Subnet can be operated under Route
mode.

LAN >> General Setup

General Setup
Index Status DHCP IP Address
Lan 1 v v 10.28.60.1
LAN 2 192.168.2.1
LAN 3 192.168.3.1
LAN 4 192.168.4.1
LAN & 192,168.5.1
LAN & 192.168.6.1
DMZ Part O 192,168.7.1
IP Routed Subnet O 192.168.0.1

Yaou can configure DHCP server options here,

[JFarce router to use "DNS server IP address" settings specified in
Inter-LAN Routing
Subnet LAMN 1 LAMN 2 LAN 3 LAN 4 LAN 5 LAMN 6 DMZ Port
LAMN 1
LaM 2
LaM 3
LaM 4
LAM 5
LaM &
DMZ Port O

Mote: LAN 2/3/4/5/6 are available when YLAN is enabled.
DMZ subnet is default bound to P1, and will overwrite the settings of P1 at LAN>>VLAN

page.

Available settings are explained as follows:

Item Description

General Setup Allow to configure settings for each subnet respectively.
Index - Display all of the LAN items.

Status- Basically, LANL1 status is enabled in default.
LAN2 -LANG6 and IP Routed Subnet can be observed by
checking the box of Status.

DHCP- LANL1 is configured with DHCP in default. If
required, please check the DHCP box for each LAN.

IP Address - Display the IP address for each LAN item.
Such information is set in default and you can not modify it.

Details Page - Click it to access into the setting page. Each
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LAN will have different LAN configuration page. Each
LAN must be configured in different subnet.

IPv6 — Click it to access into the settings page of IPv6.

Advanced DHCP packets can be processed by adding option number
and data information when such function is enabled.

LAN >> General Setup

DHCP Server Options Status
Options List

Enable Interface Option Type Data

Enahle:

Interface: Al LANL LANZ LAN3 LA&N4 LANS LAMG DMZ  IP Routed Subnet
- O 0o o o o o O

Qption Mumber;

DataType: () ASCII Character (EX :Option: 18, Data:fpath)

O Hexadecimal Digi